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Introduction

Structure of Submission

This submission responds to Part D of the Austmaliaw Reform Commission’s
Discussion Paper 72 Review of Australian Privacw].&eptember 2007 which deal
with the information privacy principles lying atetheart of thePrivacy Act1988
(renamed ‘Unified Privacy Principles’ (UPPs) by tA&RC), and the definitions
which are essential to their meaning.

We will make separate submissions on the promo#od enforcement of the
principles, on exemptions, on credit reporting, andsome other aspects of DP 72.

Background — the iPP Project

Research for this submission has been undertakgramsof a Discovery project
funded by the Australian Research Council, ‘Intetijng Privacy Principles’. The
home page for the project, and other publicatioglating to the project, are at
<http://www.cyberlawcentre.org/ipp/>. ThEBP Projectis based at the Cyberspace
Law & Policy Centre at UNSW Law Faculty. The pripai objective of this research
is to conduct over the course of the project (2006-a comprehensive Australian
study of (i) the interpretation of information paiwy principles (IPPs) and ‘core
concepts’ in Australia’s various privacy laws, partarly by Courts, Tribunals and
privacy regulators; (i) the extent of current tetary uniformity between
jurisdictions and types of laws, and (iii) propasdbr reforms to obtain better
uniformity, certainty, and protection of privacy.

Concerning the first element, a small but rapidigvgng body of cases has developed
in Australia over the last few years. Around a heddTribunal decisions, a similar
quantity of mediated complaint summaries, and ket small number of relevant
Court decisions have become available. There has liktle systematic analysis of
this material. The relative scarcity of Australiemerpretative materials means that
the objective necessitates consideration of therpnétation of similar IPPs and core
concepts in the privacy laws of other Asia-Pacifiountries (particularly New
Zealand, which has the largest quantity of repoctesks) and European jurisdictions.
The iPP Project, as it develops this analysis, aith to make further inputs into the
ALRC'’s review and similar privacy reform projectsState level.
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1. Key Terminology

At the outset, we comment on the definitions whacé essential to the interpretation
of the UPPs.

1.1. Personal Information

The ALRC proposes a number of changes relatinghto definition of personal
information (DP72, Proposal 3-5):

(@) The Act should define ‘personal information’ asformation or an
opinion, whether true or not, and whether recorded material form or not,
about an identified or reasonably identifiable imdual’.

(b) The Explanatory Memorandum of the amendingslagon should make
clear that an individual is ‘reasonably identifi@lwhen the individual can be
identified from information in the possession ofagency or organisation or
from that information and other information the agg or organisation has
the capacity to access or is likely to access.

(c) The Office of the Privacy Commissioner shoulovigle guidance on the
meaning of ‘identified or reasonably identifiable’.

We support Proposal 3-5 (a) to make the definitimre consistent with international
terminology.

The ALRC considers that ‘the collection of infornoat about internet users with the
intention of linking that information to names aadidresses; and targeting individuals
with advertising without linking the information teames and addresses or making
any effort to identify individuals in the physicabrld’ should be within the meaning
of ‘personal information’ (DP72, [3.136]). The AKRnotes that the Privacy
Commissioner is also of this view, and no doubtdh&ance proposed in (c) could
clarify this.

We support the definition of personal data beingregthened or clarified to ensure
that it does cover those situations where inforomats sufficient to allow either
interaction with persons on an individualised hasisthe imparting of consequences
on an individualised basis, as proposed by the rAlish Privacy Foundation in its
previous submission, and by the authors in prevastisles and submissions. It does
not matter whether such interactions or consequseace beneficial or detrimental to
the individual: what makes the data ‘personal imfation’ is that the individual is
treated differently from other individuals becawdanformation which is specific to
them, even though their name may not be known ¢opidrty which is using the
information. We also note that the European Unied)(‘Article 29 Committee also
seems to consider that ‘personal data’ under thetdcy Directive can have such a
meaning (see Opinion 4/2007 on the concept of patstata, at pl14).

However, we are not convinced that either the exjsor the proposed definition of
‘personal information’ would necessarily be intejed this way by an Australian
court, in which case any guidance under Proposal(8y-would be to no avail (see
our generic comments on OPC guidance in our sulmniss Part F of DP72). We
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suggest there should be specific legislative etation, as this question is essential to
the future operation of privacy legislation in t@a to emerging technologies with
increasingly broad impact such as radio frequergntification device (RFID),
digital rights management (DRM) and geo-locatiacht®logies.

The ALRC considers that information ‘that simplylosals an individual to be
contacted’ without conveying anything about the ividbal's identity or

characteristics should not and would not be withile proposed definition of
‘personal information’ (DP72, [3.139]). We agreelwihis, but consider that it also
needs to be addressed in any legislative clariinat

Submission DP72-1. The definition of ‘personal infmation’, or the
explanatory memorandum in relation thereto, shouktate that it covers
those situations where information is sufficient tallow interaction with
persons on an individualised basis, or the impagiof consequences on an
individualised basis. This should not include inforation which merely
allows an individual to be contacted without conuay anything about the
individual’s identity or characteristics.

1.2. Sensitive information

The ALRC proposes that the definition of ‘sensitimérmation’ in thePrivacy Act
should be amended to include: (a) biometric infdfomacollected for the purpose of
automated biometric authentication or identificaficand (b) biometric template
information(DP72, Proposal 3-6).

We support Proposal 3—6.

The question of genetic samples is directly relexarthe ALRC’s current privacy
review, and we suggest that the ALRC should nowsitethe privacy issues
concerning genetic samples, contrary to its pasitisat it will not do so, (DP72,
[6.77]). That position was reasonable prior to N@vember 2007 federal election,
given that the previous government had not acceptesl ALRC’s earlier
recommendations, but the new government should m®wgiven the opportunity to
reconsider the matter.

Submission DP72-2: The ALRC should re-visit the gtien of genetic
samples in the context of this review.

The ALRC has considered our earlier submission timdrmation about an
individual's financial affairs should be included ithe definition of ‘sensitive
information’, but has concluded that it should (@P72, [3.168]).

We agree with the ALRC’s reasoning and conclusiooncerning financial
information.

The ALRC proposes that thefinition of ‘sensitive information’ in th@rivacy Act
should be amended to refer to ‘sexual orientatioth practices’ rather than ‘sexual
prferences and practices (DP72, Proposal 3-7)

We support Proposal 3.7
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1.3. Record

The ALRC proposes that the definition of ‘recortbsild be amended to include both
a document and information stored in electroniotber forms (DP72, Proposal 3-8).

We agree with the ALRC'’s intention in Proposal 3b8t suggest that there may also
be need to clarify that ‘a person’ cannot congitah ‘other form’ of storage of
information. A person should not be a ‘record’ béit own biometric data, and nor
should a person be regarded as ‘storage’ of eviagytthat they know. The latter
possibility would defeat the purpose of the genegafriction of the Act’s operation to
personal information stored in records, excludinfprimation only ‘stored’ in a
person’s mind (as considered\fiice-Chancellor Macquarie University v FN005]
NSWCA 192).

Submission DP72-3. We support Proposal 3-8 but sitbthat if it is
adopted, there will need to be a corresponding ileation that ‘a person’ is
not an ‘other form’ of storage.

1.4. Generally available publication

The ALRC proposes that the definition of ‘generadlyailable publication’ in the
Privacy Actshould be amended to clarify that a publicatiorgenerally available’
whether or not a fee is charged for access toubégation (DP72, Proposal 3-9).

We support Proposal 3-9.
Other definitions
See below (Section 3) for our comments on the meamii ‘consent’.

In our submissions on specific UPPs, we sometimesmmend that other terms be
clarified — and we indicate where we believe tluald best be achieved by a statutory
definition.
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2. Structural Reform of the Privacy Principles

In chapter 15 of DP72, the ALRC addresses broagerm issues relating to the
Privacy Principles.

2.1. Level of Detail, Guidance and Protection

The ALRC proposes that the privacy principles aRhivacy Actshould be drafted to

pursue, as much as practicable, the following dives: (a) the obligations in the
privacy principles generally should be expressechigh level principles; (b) the

privacy principles should be simple, clear and dasynderstand and apply; and (c)
the privacy principles should impose reasonableigabbns on agencies and
organizations (DP72, Proposal 15-1).

We support Proposal 15-1. However we believe thas ialso desirable to adopt
principles (i) which are consistent, at least witustralia, and (ii) which represent
best practice in internationally accepted privagndards (CLPC IP31, Submission
4-36).

2.2. Single Set of Privacy Principles

The ALRC proposes that therivacy Actshould be amended to consolidate the
current Information Privacy Principles and NatioRalvacy Principles into a single
set of privacy principles—the Unified Privacy Piples (UPPs)—that would be
generally applicable to agencies and organisatisabject to such exceptions as
required (DP72, Proposal 15-2).

We support Proposal 15-2. However, we suggestthigaALRC should consider the
name ‘Uniform Privacy Principles’, because ‘unifiedfers to the fragmented past,
whereas ‘uniform’ describes the substantive restiithe process of unification. If
adopted, ‘unified’ would be a puzzle to future ‘tseof the law, whereas ‘uniform’

would convey a more important message.

Submission DP72-4: The proposed new set of privaanciples should be
known as the Uniform Privacy Principles

The ALRC proposes that UPPs should apply to infolonaprivacy except to the
extent that:(a) th€rivacy Actor another piece of Commonwealth primary legistati
imposes different or more specific requirementsairparticular context; or (b)
subordinate legislation under therivacy Actimposes different or more specific
requirements in a particular context (DP72, PropdSeB).

We support this proposal, but only to the exteat #uch differences or greater detail
are justified. If it is possible for the UPPs toveoa situation, it is desirable that they
do so. Even where differences of substance orldataijustified on some specific
points, it is generally desirable for the UPPs pplg and for a separate specific
provision to provide the amending difference oradetThis will maximise the
consistent application of interpretations by Coartd tribunals.



CLPC Submission — DP72, Pt D December 2007

2.3. Scope and Structure of UPPs

The ALRC proposes that the National Privacy Prilegpshould provide the general
template in drafting and structuring the propos&P¥ (DP72, Proposal 15-3).

We support Proposal 15-3.
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3. Consent

In Chapter 16 of DP72, the ALRC explores the isstieonsent asking (a) whether
the definition of consent should be amended; (bethwr the OPC should issue
further guidance on the meaning of consent; andsfmuld the proposed UPPs
contain a separate principle that deals with theaf consent (DP72, [16.2]).

3.1. A Separate Privacy Principle Dealing with Consent?

The ALRC is of the view that it would be inappr@te to deal with consent as a
discrete privacy principle (DP72, [16.43]). We agweith this.

The ALRC is also of the view that ‘the most preggmmoblem in relation to consent is
not its status within other privacy principlest rather its meaning in the Act and
what agencies and organisations should do in ¢odeptain consent’ (DP72,
[16.47]). The ALRC believes that this problem castibe rectified by providing
greater guidance as to the meaning of ‘consenthamdthis applies in particular
contexts. For the reasons outlined below, whilesugport such guidance being
given, we consider that this would be inadequat#soown, and that definitions are
also required.

3.2. Meaning of Consent

The ALRC believes that there are ‘four criticalttars’ that apply when considering
whether an individual consents to the handlingisfan her personal information in a
given situation (DP72, [16.25]):

The context in which the consent is sought.

Whether there is informed consent.

Whether the consent is voluntary.

Whether the individual's option to consent to onegose is freely available
and not bundled with other purposes.

The ALRC proposes that the Office of the Privacym@assioner should provide
further guidance about what is required of agenaie$ organisations to obtain an
individual's consent for the purposes of tRavacy Act This guidance should (a)
cover consent as it applies in various contextd; @y include advice on when it is
and is not appropriate to use the mechanism ofdlaghconsent’ (DP72, Proposal 16-
1).

In our view, this proposal by the ALRC does not fgo enough to rectify the
problems associated with understanding consentuligied below, we do not have
sufficient confidence in the OPC issuing guidelimesa timely manner, or in such
guidelines being followed satisfactorily.

The ALRC suggests that if it becomes apparenttti@OPC’s guidance is not being
heeded or that the consent exceptions in the prigaaciples are being relied upon
inappropriately, then further legislative actionynize warranted (suggesting primary
or subordinate legislation to specify what is regdito obtain consent in the relevant
field of activity) (DP72, [16.35]). The clear hisyoof abuse in the area by agencies
and organisations warrants the implementation offi $egislative action earlier rather
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than later. It is unlikely that there will be a sad round of well-considered privacy
reforms in the short or medium term.

Submission DP72-5:The definition of ‘consent’ shalilbe amended to deal
with a number of key issues concerning consentegfied in the following
submissions, rather than leaving them to OPC guidan Other aspects of
consent should be dealt with where possible in tHexplanatory
Memorandum, and only otherwise by OPC guidance.

Submission DP72-6: Whether or not our submission TIR5 is accepted, we
submit that the OPC should be required to issuedglines on a specified list
of issues concerning consent within one year.

Implied consent

The Privacy Act 1988ndInformation Privacy Act 2000 (Vic)(IPAJefine ‘consent’
as including express consent or implied consent $FAIPA s.3). In relation to
international standards, the EU Directive requitkat ‘the data subject has
unambiguously given his consent’ (Art. 7(a)) as ohthe bases for any processing of
personal data. Insofar as any implied consentss ahambiguous, IPPs 10-11 and
NPP 2 are compatible with the standard adoptetieanBU Directive, provided they
are interpreted as requiring free and informed enhs

Submission DP72-7: In relation to implied conserdither the definition of
‘consent’ or the explanatory memorandum should stghat implied consent
must be clear and not ambiguous.

The ALRC notes the OPC’s position that implied @niscan be inferred from an
individual's ‘failure to opt out provided that treption to opt out was clearly and
prominently presented and easy to take up’ (DPZ8.4]), but does not comment
further. We consider that it is wrong and dangerousnerefailure to opt out to ever
be regarded as consent, and inconsistent with thBCAs view that consent
‘necessarily implies an element of voluntarinesgsheowise the concept is
indistinguishable from passive acceptance’. Failta opt out can be relevant to
consent being implied, such as where a person g@oesd in the face of a clear opt-
out notice and provides information where they gegly have a choice not to
provide it, but it should always involve some fatlpositive act. For example, if a
person has already provided personal informatian,idoonly then presented with an
opt-out notice concerning additional uses of thfermation, that is not consent. In
support of our position, we draw attention to theeidion of Justice Nicholson in
Australian Communications and Media Authority vi@al Pty Ltd(2006) 150 FCR
494 — aSpam Ac®003 cited by the ALRC in relation to telecommuaions privacy
(DP72, [64.77]).

It is obviously not sufficient to leave it to thePG to set guidelines on this issue, as
their previous approach has been manifestly inaategon this point.

Submission DP72-8: Either the Act or the Explanayo Memorandum
should state that a failure to opt out is not bgetf to constitute consent.

10
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Consent vs acknowledgement of conditions

Many data users seek ‘consent’ for uses and dis@ssin circumstances where
individuals are required to consent in order tocpenl with the transaction or receive
the service. This is from one perspective note’freonsent, but from another the
individual is free not to go ahead with the trangac Privacy Commissioners have
issued advice that in these circumstances data skeuld not pretend that they are
seeking consent, but should instead ask the ing@itb simply acknowledge that the
uses and disclosures specified will take placeaaada condition of the transactibn.

Whilst more ‘honest’, acknowledgement alone mightt then be a sufficient basis for
the use or disclosure (other than under the IPRghich have a ‘prior notice’
exception discussed below). One of the other a@xmepto the use and disclosure
principle would have to apply. The credit reportprgvisions of thé’rivacy Act(Part
[IIA) refer expressly to consent in relation tortsactions where individuals do not
have any choice, other than not to proceed with gpplication for credit.

Submission DP72-9: The ALRC should give further coderation to the
implications of the confusion caused by the lack afy distinction in the
Privacy Act between uses or disclosures justified ¢donsent and those
justified by acknowledgment of notification. At thkeast, the Act or the
Explanatory Memorandum should state that where argen has no choice
but to provide personal information in order to cdoh a benefit, no consent
to any uses of the information beyond the expresspose of collection may
be implied. In such circumstances of ‘involuntaryonsent’, only express
consent should apply.

Bundled consent

Bundled consent means the practice of seeking obrfee multiple uses and/or
disclosures at the same time (OPC, 2005, p. 8%piedlly when collecting personal
information. Individuals are given no choice ashe particular uses or disclosures to
which they are consenting, or not consenting s i ieffect ‘all or nothing’. The issue
of bundled consent has been well canvassed byrilx@cly Commissioner. Bundled
consent exposes a major flaw in the practical @ffycof the principles in meeting the
objective of participation by individuals.

Organisations employ this practice of ‘bundled @msfor reasons of efficiency and
cost reduction. The ALRC notes the argument thatscto obtain consent for each
use would be passed on to the consumers (DP7Z]J1But this point is true of all
regulatory compliance. The practice of ‘bundled ssnt’ undermines the interests
served by the consent requirements of Rnwacy Act Yet the Act currently gives
some leeway for the practice due to the referencBIRP 1.3(c) to a plurality of
purposes and the omission of guidance as to thaingeaf ‘primary purpose’ in NPP
2.1. Where secondary uses or disclosures are reitgdacidental to the primary
purpose e.g. disclosure to a mailing contractordfelivery, or to another agency for
verification of details provided, then it may bepappriate to make this a condition of

1 See for instance Office of the Victorian Privagyn@nissionerGuidelines to the Information Privacy
Principles edition.02, September 2006, KC 52, p.17.

11
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a transaction. But too often, data users seeketrfer secondary uses which are
neither necessary for nor even necessarily reledethe primary purpose — most
commonly for marketing other goods or services, dsb for more significant and

potentially even more unwelcome purposes. We dssthsse issues further in our
comments on UPP 5.

While there might be limited situations where bw@adtonsent is tolerable, the ALRC
has too readily accepted that bundled consentpsogpate in certain circumstances
(DP72, [16.25]).

In its 2005 private sector review report, the OR@ed that there is a need to clarify
the limits for bundling consent under the Act. TBEC states that it will ‘develop

guidance’ on the issue (OPC (2005), recommend&®rp. 93), but this has yet to
appear. What needs to be made clearer is thetdrtevhich data users are allowed
to rely on consent obtained in this way and corelgrshe extent to which individuals

must be given separate opportunities to consedhfferent uses/disclosures.

One method of reducing abuse of the leeways meadiabove in relation to 'specific
notification’ and ‘use and disclosure’ principlesuld be to require separate consents
for each purpose, where consent is required.

Submission DP72-10: The definition of ‘consent’ ng® to be amended in
order to prevent abuse of the practice of ‘bundlednsent’. In particular,
wherever consent is applicable to the operation afprivacy principle,
separate consent should be required for each pragsbpurpose of use.

12
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4. Anonymity and Pseudonymity (UPP 1)

4.1. Introduction

The ALRC proposes that the anonymity principle wlobe expanded to explicitly

allow identification by a pseudonym, where its useuld not be misleading.

Government agencies, and not only the private sexgoat present, would have to
allow individuals to deal with them on an anonymdssis where this would be
lawful and practicable.

ALRC proposed UPP 1

Wherever it is lawful and practicable, individualghen transacting with an agency or
organisation, should have the clear option of aithe

(@) not identifying themselves; or

(b) identifying themselves with a pseudonym, provitedvtould not be misleading.

We draw attention to our submission on biometraht®logy in response to DP72
Part B, which is highly relevant to this principle.

4.2. Expansion of Anonymity Principle

We support both the placement of this principlstfin the UPPs, and the extension
of this principle to agencies (CLPC IP31, Submissib30). We also support the
extension of this principle to expressly includeeydonymity (CLPC IP31,
Submission 4-29 and Submission 4-29.1).

The ALRC proposal retains the words ‘... individualsshould have .., in contrast
with the stronger Northern Territorynformation Act formulation that ‘...
organisation[s] must give individuals .. This is inconsistent with all other UPPs,
and does not make it unambiguous that organisatmadsagencies are obliged to
provide this option.

Submission DP72-11: UPP 1 should state that ‘agessceand organisations
must give individuals the option of anonymity/psearg/mity, not that
‘individuals ... should have’ this option. (This refmulation is also
necessary in relation to our next submission).

4.3. The Option to Transact Anonymously or Pseudonymousl

We support the refinement that the option to trangseudonymously should be
‘clear’, rather than ‘explicit’ or ‘express’ (DP7[,7.32]).

Although it notes that use of the word ‘clear’ wabtdllow’ compliance with UPP 1
through systems design (DP72, [17.32]), the ALRGgmot discuss requiring
anonymity and pseudonymity options to be ‘desiginédo information systems (see
further, e.g., Bygrave, 2002, p. 371). It will betao easy for data users to argue that
it is impracticable to offer these options onceigieslecisions have been made that
preclude them. This is particularly likely givenetrALRC’s acceptance that the
requirement of ‘practicability’ includes that UPPwill not apply if providing the

13
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option will place an unreasonable financial buradenthe organisation or agency
(DP72, [17.18]).

An obvious example is cashless toll roads, wheee dpportunity for anonymous
travel has been removed by the removal of cashhsoabhd the choice of tolling
systems and business models that require vehafestheir registered owners) to be
identified. Had sufficient attention been paid toaaonymity/pseudonymity principle
at the outset, it should have been possible togdemitomated toll roads that either
respected the right of anonymous travel (throughuse of pre-paid debit tags) or at
least offered ‘pseudonymous’ accounts where ideatibn of the actual user would
only be triggered by exceptional events, (such@spayment, accidents or crime).
The need for this principle to be incorporatedyatems design also exposes one of
the weaknesses of the complaints-based model ofearhent — complaints that toll
roads in Australia do not comply with NPP 8 arenpless because the operators can
legitimately argue that it is ‘too late’ and nowpnacticable. The principle can only
effectively be enforced by a pro-active regulatatic@pating the compliance issue and
intervening at the design stage of information eyt

Submission DP72-12: UPP 1 should expressly statat tthe obligation on

organisations/agencies applies at the stage whenir@ormation system is
being designed, not only ‘after the event’ when argon wishes to enter a
transaction with a data user. This is to mean thahere it is practicable,

without excessive cost, to design anonymity/pseyahoity options into a

system, they must be designed in. The judgements ggacticability and as

to whether any cost is excessive must not be tethe organisation/agency —
they must be able to be tested by an independertypa

Another enhancement of the anonymity principle woog to make it clear that the
obligation extended to facilitating anonymous teat®ons with third parties (CLPC
IP 31, Submission 4-29). As an example, a repraseatcomplaint under thérivacy
Act 1988about charging for ‘silent’ telephone lines (utd numbers) failed because
a telco itself needs to identify its subscriberstfbfor biling and as a statutory
requiremen®. If NPP 8 required telcos to facilitate the apilfior subscribers to
remain anonymous in their interaction with thirdtgs then it would be possible to
argue that charging for silent lines breached tineciple.

Submission DP72-13: The anonymity principle shoufdpose an obligation
on organisations to facilitate, where practicablené lawful, anonymous or
pseudonymous transactions between individuals amiddt parties

The ALRC suggests that one example of where it beaynlawful or impracticable to

offer anonymity/pseudonymity is where an individuay intend to act fraudulently
(DP72, [17.18] bullet 2 and [17.22]). This is nog@od example and, if reflected in
either the principle or in guidance, would leavee trdoor open for

organisations/agencies to argue that this was ahtraycase. It is impossible to know
in advance the motives of an individual in seelamgnymity or using a pseudonym.
Any system can and will be abused in isolated casasd that alone is not sufficient
justification for exemption from this principle. Would only be reasonable to decline

2 Seehttp://www.privacy.org.au/Papers/Silent-Line-v5.rtf

14
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to provide anonymous or pseudonymous option wharevarall assessment of the
resulting risk of fraud or other unlawful behaviounas both high and widespread —
i.e., where it was likely to be abused by manyviutlials.

The inclusion of the ‘not misleading’ element iretproposed UPPL1 is unnecessary
and inoperable. The whole point of a pseudonymbeaseen as being to deliberately
mislead (at least the casual observer, but in soases even the recipient) as to
identity. The example given by the ALRC of a peraming another individual's
name (DP72, [17.23]) is not a good one — in mastgdactional contexts this would be
fraudulent (where there was an intention to impease), while in some contexts it
could be harmless and unobjectionable (such ag @sicelebrity’'s name in fun). In
any case, it is not practical to place an obligaten organisations/agencies that
depends on knowledge of individuals’ intentionse Tualification ‘where lawful and
practicable’ should cover all the necessary exoepti

Submission DP72-14: The words ‘..,provided thisnist misleading’ should
be deleted from paragraph (b) of UPP1.

In summary, the effect of our submissions wouldréédsed wording for UPP 1 as
follows:

Submission DP72-15: UPP 1 should read: “An agenoy organisation
must, where lawful and practicable, give individgailhe option of either:

(a) not identifying themselves; or
(b) identifying themselves with a pseudonym

This obligation applies both in the operation of anformation system and
at the stage when a system is being designed, aodld include facilitation

of anonymous or pseudonymous transactions betwemividuals and any
third parties for whose use the system is desighed.

15
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5. Collection (UPP 2)

5.1. Introduction

ALRC proposed UPP 2

2.1 An agency or organisation must not collect ppas information unless it
reasonably believes the information is necessanof® or more of its functions or
activities.

2.2 An agency or organisation must collect persan@rmation only by lawful and
fair means and not in an unreasonably intrusive .way

2.3 If it is reasonable and practicable to do spn,agency or organisation must collect
personal information about an individual only frahat individual.

2.4 If an agency or organisation collects persoimdbrmation about an individual
from the individual or from someone else, it mashply with UPP 3.

2.5 If an agency or organisation receives unsdaitipersonal information about an
individual from someone else, it must either: (a$tdoy the information immediately
without using or disclosing it; or (b) comply wigll relevant provisions in the UPPs
that apply to the information in question, as i tigency or organisation had actively
collected the information.

2.6 In addition to the other requirements in UPRag,agency or organisation must not
collect sensitive information about an individualess:

(@) the individual has consented; or
(b) the collection is required or specifically autha@isby or under law; or

(c) the collection is necessary to prevent or lesseear&us threat to the life or health
of any individual, where the individual whom theformation concerns is
incapable of giving consent; or

(d) if the information is collected in the course tbk activities of a nonprofit
organisation that has only racial, ethnic, politicareligious, philosophical,
professional, trade, or trade union aims—the folt@yconditions are satisfied:

() the information relates solely to the members ef dhganisation or to
individuals who have regular contact with it in cmttion with its
activities; and

(i) at or before the time of collecting the informatiche organisation
undertakes to the individual whom the informatiamaeerns that the
organisation will not disclose the information vetit the individual's
consent; or

(e) the collection is necessary for the establishmexdrcise or defence of a legal or
equitable claim.

5.2. Collection from the Individual

We support the ALRC’s proposed extension to agsnaig¢he requirement to collect
personal information, ‘where reasonable and prabt& directly from the data
subject (DP72, Proposal 18-1(a)).
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We also support the ALRC proposal that the OPC Ishptovide further guidance to
clarify when it would not be reasonable and prattie to collect personal
information directly from the individual (DP72, Rmsal 18-1(b)), subject to our
general comments about OPC guidance in our sulamissi DP72 Part F.

5.3. Unsolicited Personal Information

In our previous submission (CLPC IP 31, Submissibd) we supported the
application of the ‘Collection’ principle to unsoiied information.

The ALRC proposes that when information about sgers collected from a third
party, the collector would have the choice of dmgihg the information (without
using or disclosing it) or complying with the proyaprinciples as if it had directly
collected the information from the person to whdnrelates. This would include
giving notice to the person. The law is currentighear on this. (DP72, Proposal 18-2
and UPP 2.5).

We support this qualified application of the callen principle to unsolicited
information, provided it is made clear that ‘usiogdisclosing’ includes takingny
action, and that the destruction option must beased within a very limited time —
otherwise it would be essential for at least theusey principle to apply while the
information was held.

However, we consider that, although the better viewhat the NPPs do apply to
unsolicited information, this is not beyond doubed Greenleaf 2001). If a Court
interpreted the collection principle so as nottdude unsolicited information within
the meaning of ‘collect’ then this could have disaiss consequences for the scope of
the legislation and in particular the collectioimpiple, as may be the case in NSW as
a result oWJ v Commissioner for Fair Tradif@007] NSWADT 11. It is therefore
desirable that the Act or Explanatory Memorandunkend clear that unsolicited
information is included, independently of the neof the ALRC’s Proposal 18-2.

Submission DP72-16: The Act or Explanatory Memoramd should make it
clear that unsolicited information is included with the meaning of
‘collect’.We comment further below on other meankawllection.

5.4. Limitation on collection — reasonable purposes

Most privacy laws share a common requirement thaltection of personal
information be lawful, necessary, relevant and imel’'3, but there are significant
differences in the precise wording, and consequehg# meaning, of each of these
component requirements. In our previous submisg®C IP 31, Submission p. 15)
we noted that the Issues Paper did not enquiretlmgaaspect of collection principles
and yet it is fundamental to the concepts of pue@pecification (an express element
of the OECD Guidelines) and proportionality (an liwip element underlying all sets
of privacy principles).

3 Expressed variously as ‘relevant and not unredspnatrusive’ (PA IPP 3(c) & (d)) and PPIPA
sll(a) & (b); and ‘adequate but not excessivelation to that purpose’ (HK DPO DPP 1(1)(c)).

4 There is only a passing reference in paragraph 4.1
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We consider the approach in the Discussion Papeadequate in that it only takes
up one aspect of this issue.

The ALRC proposes only a ‘reasonable belief of ssitg test within UPP 2 (DP72,

Proposal 18-3 and UPP 2.1). While we support tbiigion of this additional test, we
believe that overall the obligation remains toojscitive, and that further guidance is
desirable within the principle itself concerningrseal of the other criteria. We make
the following suggestions:

Purpose justification

Further to our previous submission (CLPC IP 31, rBigbion 4-5.1) we favour a
version of the test used in some Canadian privaeg, as noted by the ALRC in
paragraph 18.41 and now supported by the OPC (DR820]). The concept of
proportionality is also central to all European elepments in privacy jurisprudence,
particularly in the European Court of Human Righ&sd its incorporation into
Australian information privacy law would be of agance in enabling Australian
courts to make use of this continually developingsprudence, and would help align
Australian law with international standards.

The test needs to go to the reasonableness ofulmoge rather than merely the
reasonableness of information collection in the texin of whatever function or
activity the organisation/agency specifies

Submission DP72-17: Add to UPP 2.1 the words ‘...aisdproportional to
those functions or activities’'.

Excessive collection

The proposed UPP 2.1 retains the wording of NPP.d€ecessary for one or more of
its functions or activities’, without any expresskhge to the particular purpose of
collection of that information. This leaves it openan agency or organisation to
argue after the event that they have not breadieeddllection principle because they
can demonstrate a connection to one of their pepesen though it is clear that the
collection of the information in question was faogher purpose.

The collection obligations should expressly link #timount of personal data that may
be collected to the purpose of collection, andtlitnto what is necessary for that
purpose.

Submission DP72-18: Add to UPP 2.1 a second sergenithe perceived
necessity must be related to the particular purposk collection of the
information in question.’.

Lawful purpose(s)

The proposed UPP2.1 shares another weakness oflNIPiA that it only requires
collection by a private sector organisation to becessary for one of more of its
purposes’. The reference to ‘purposes’ could imfawful purposes’, but we believe
this should be made explicit as it is in IPP1, PP#8 and HKDPO DPP 1(1). The
law should make it clear that collection can ordyftr a lawful purpose.

18



CLPC Submission — DP72, Pt D December 2007

As we have said previously (CLPC IP 31, Submisgignl), this does not mean that
there would need to be express legal authoritythier collection. In common law

jurisdictions any action that is not unlawful isy befault, lawful. Our proposed

wording will generally only operate as a negatieadition preventing collection of

personal information to further an unlawful purpose

Submission DP72-19: UPP 2.1 should refer to ‘onermore of its lawful
functions or activities.’. .

5.5. Sensitive information

The ALRC proposes to include the substantive cantdnNPP10 into the new
collection UPP (2.6), where it will apply to botinganisations and agencies (DP72,
Chapters 18 & 19). We support this in principlejt thave some reservations
concerning the exceptions.

We note that the ALRC has not taken up the recordatéon from the OPC to
require express/explicit consent, preferring toy reh generic guidance on the
meaning of consent (discussed in Chapter 16). Asave noted in relation to that
chapter we do not think it sufficient to rely onidance alone to address potential
abuse of consent exceptions, and this is partigulaue in relation to sensitive
information.

Submission DP72-20: The consent exception in UPB(2) should require
express or explicit consent.

The proposed exception for collection that is regphior specifically authorised by
law (b) is broader than the existing ‘required layv’l exception in NPP10. We
comment on the more general application of thisrdison in relation to Chapters 13
& 22, but support the inclusion of ‘specificallytaarised’ in UPP 2.6(b).

Submission DP72-21: The exception (b) in UPP 2.@®sld include the word
‘specifically’.

The exception for emergency situations (c) is gsoposed to align with the

equivalent use and disclosure exception, i.e. tplyagvhere there is a ‘serious
threat...” without the additional requirement (cuttgrdound in NPPs) that the threat
be ‘imminent’. For the reasons we give in relatiolJPP 5, we oppose the deletion
of the qualifying word ‘imminent’ in UPP 2.6 (c).

Submission DP72-22: We oppose the deletion of tledvVimminent’ from
UPP 2.6(c)

The ALRC asks if provision should be made for adlten of sensitive information
without consent in connection with the provision e$sential services (DP72,
Question 19-1). While we appreciate the poteri@hefit to some individuals in
special circumstances of such an exception, we @igd to the potential for it to be
abused — many well meaning agencies and orgamsatill in our experience
understandably take advantage of any provision hvhioids extra hurdles in their
work, but could easily do so either where consentccand should be obtained (albeit
with some effort) and where the consequences otollection may not necessarily
be perceived by all affected individuals as bemaific
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Our answer to Q 19-1 is therefore no.

The final exception (d) to UPP 2.6 relates to naofiporganisations with specified
aims While there is no specific explanation, thppears to be a combination of the
existing equivalent NPP10.1(d) and the definitionthat exception of ‘non-profit
organisation’, without any substantive change ieatf We take this opportunity to
note that the definition seems oddly worded in sveespects e.qg. ‘trade’ aims are
arguably too broad an objective for a trade assiooigand ‘racial’ aims sounds very
negative. We suggest a preferable alternativertfats directly to the definition of
sensitive information in the Act, and adds the eavkat the activities must be lawful,
to avoid the exception covering organisations ufdawiscrimination, race hate etc
(while the two conditions should also have thisefff it would be better for the
exception to make this point more clearly).

Submission DP72-23: The first paragraph of UPP 2d§(should read ‘if the
information is collected in the course of the lawfactivities of a non-profit
organisation that has aims relating to sensitivef@anmation (as defined in
this Act) — the following conditions are satisfiéd:

We note that the issue of an exception to thisahdr principles for research use is
discussed in Part H and will provide our commemtgh@at more general issue in our
separate submission.

Use and disclosure of sensitive information

While we agree that it makes sense to include pi@vs relating to the collection of
sensitive information within a general collectiomngiple, it exposes more clearly the
lack of any additional obligations in relation tieetuse and disclosure of sensitive
information (other than in a limited way in propd4dPP 5.1(a)). As the ALRC notes
(DP72, [19.19]) having a separate principle (NPB b8s arguably given the
misleading impression that it covered more thah ¢gadlection issues. We disagree
with the ALRC view that ‘the most dangerous risk&hwrespect to sensitive
information are [best] dealt with at the initiahge of collection’ (DP72, [19.34]). We
address this issue further in the context of the &gl Disclosure UPP.

5.6. Other Aspects of the ‘Collection’ Principle

Means of collection

The proposed UPP 2.2 adopts the wording of NPPah@ applies it to both
organisations and agencies.

The ALRC has not, in DP72, addressed the issudswdtilness and fairness which
we raised previously (CLPC IP 31, Submission 4-3/7¢ repeat our arguments:

Lawfulness of means of collectioMeans of collection can be unlawful because of a
breach either of criminal law or of civil law regaments (such as by trespass,
inducing breach of contract etc). A government agectingultra viresin collecting
information beyond the scope of express collegbiowers would be another basis for
unlawful collection. As noted above, data userso ateeed to be aware of
telecommunications and surveillance legislation clvhprohibits or regulates the
obtaining of particular types or information andbyrspecified means.
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Fairness of covert data collection Some means of data collection might not be
illegal, but they may still be a breach because tee unfair. This is particularly
likely to be the case where the means of collectiom covert (i.e. the subject is
unaware of them). In our previous submission wedcitelevant HK and NZ cases.
While there have been no Australian privacy lawesat® date on unfaimeansof
collection, the Australian Privacy Commissioner hssued Guidelines on covert
surveillance.

Submission DP72-24: The Privacy Commissioner should required to
issue guidance about fair and lawful means of cat®n, which are of
considerable practical importance.

Cross reference to specific notification principle

The proposed UPP 2.4 seems redundant — it serlyea®n cross-reference/reminder
which has no place in a principle. It could be atids a ‘note’.

Submission DP72-25: UPP 2.4 should be deleted

Other sources of information

We consider that the ALRC should have addresseDRi@2 the issue we raised

previously of whether the collection principle applunambiguously to information

obtained by observation or surveillance; to infation extracted from other records,
and to information generated internally as a resftltransactions (CLPC IP 31,

Submissions 4-4.2, 4.3 & 4.5)). These are imporissues, and this review will be

one of the few opportunities to influence how Cewnill determine the future scope

of the legislation. We repeat the substance ofasguments here, and re-iterate our
previous submissions:

Observations / surveillance of the data subject

Personal information is obtained and recorded imyngtuations from observations
of the data subject. We give examples in our previsubmission. The observation
may take place in the presence of and/or with tieesedge of the data subject, but
may also be ‘remote’ and without their knowledde.many cases, observation will
be by audio or video/CCTV. Given that most lawsrrdepersonal information and/or
records to include different storage media, it se¢hat the collection of personal
information may also be in any medium, such as dpphotoor video, and not only
text.

Most privacy laws are silent as to whether sucteofaion constitutes ‘collection’,
leaving the question to the ordinary meaning ofectibn. If the obtaining of these
types of observed personal information did not ttre ‘collection’, then data
protection laws would be drastically limited in peoand would ineffective in a wide
range of practical situations. The requirementsnofimum collection and fair
collection methods should apply to collection byseitvation as much as to other
forms of collection. The remedial nature of privdaws suggests that observation
should be included as collection. The practice w¥dey Commissioners seems to
assume that such observation constitutes collectiosh case law to the contrary is not
known.
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The more difficult question is whether the obligas to give notice on collection do
apply in relation to collection by observation,stiould apply. Whether observation is
collecting ‘from’ a person seems uncertain. Whatékie position is under the current
privacy principles, there is also uncertainty abootler what circumstances notice
should be required when information is collecteddigervation. One of the main
functions of surveillance regulation laws is to @fye under what circumstances
notice of surveillance must be given, and under twhmcumstances covert
surveillance is permitted. Should information pdyalaws leave this question to
separate surveillance laws? Some surveillance agke a distinction between covert
and overt surveillance, with lesser controls apygyio ‘overt’ surveillance — defined
as surveillance about which the individuals conedrinave been made generally
aware.Whatever position is taken on this question, thikection principle needs to
clarify whether it requires notice to be given afiection by observation.

Information extracted

Much personal information is extracted from docutagn or other sources. If
information is not solicited from, or observed @lation to, any person, but extracted
from a book or a database, is it ‘collected’? Thefgrable view is that extraction is
collection under current law, but the law would &Bnfrom clarification on this
point. From a policy perspective, it is desiraltiattcollection includes extraction, so
that the principles concerning minimum collectiow dair collection will apply.

Information generated as a result of transactionstivan individual

A possible further category of information held abondividuals is information
generated by the data user in the course of traosac- e.g. records of enquiries,
service provision, purchases etc. In some instarthes could be described as
collection by observation, but in others that dnesseem apt. Our view is that it is
appropriate for all forms of collection of personmadormation to comply with the
collection requirements that the collection be laiyhecessary, not unduly

intrusive.

Submission DP72-26: The law should make it clearaththe collection
principles UPPs 1 and 2 apply to the maximum praeli extent to
information obtained from observation or surveillae; to information
extracted from other records, and to information merated within and
organisation/agency as a result of transactions.i$tshould be done either
in the legislation or in the Explanatory Memorandum

As we have noted previously, it may be appropriaemodify the notification
requirements where information is obtained by oleéyn, surveillance or extraction,
or generated as a result of transactions (CLPCL|ESBbmission 4-4.4). We note that
specific notification is proposed to be a sepapateciple UPP 3.

Submission DP72-27: Different notification requireamts may appropriately
be modified depending on how the data is collectedh the default position
being that notice is required unless an excepti@provided in UPP 3. The
Privacy Commissioner should be required to issue idgunce about
compliance with the specific notification requireamts under UPP 3 in
relation to different circumstances of collection.
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5.7. Relationship between disclosure and collection

The ALRC has not addressed, in DP72, the issueawed in our IP31 submission of
how the purpose of collection is to be determingulthat it can be ‘used’ in the
operation of the various principles that refer togmse. In this context, our previous
submission also canvassed the role of obligatidre®fidence, but this has also not
been addressed (CLPC IP 31, Submissions 4-5.3 & ¥W/d repeat the substance of
our arguments here, and reiterate our previous ssion:

Relationship between disclosure and collection

How is the purpose of collection of personal infation to be determined, so that it
can be ‘used’ in the operation of the various pples that refer to purpose? In some
circumstances, such as where collection requirdscan accommodate notification,
the purpose will need to be specified by the datear.uHowever there are other
circumstances, such as where information is obdialoyeobservation or generated by
transactions (see above) where there may not heppartunity for notice. In such
cases, the purpose of collection will have to Herned from the circumstances and
context, including any related prior notificatiomg. when individuals initially enter a
relationship, such as becoming a welfare beneficitaxpayer, insurance policy
holder or other customer).

An important example is where information is diseld from one organisation to
another. Where personal information is obtainednfra third party which is also

subject to privacy principles, what is the relasbip between the purpose for which
the information was held by the discloser, theiemied purpose for disclosing, and
the recipient’'s purpose of collection? Which pumsogoverns the recipient's
subsequent obligations, including under the catacprinciples?

The obligations of those who receive personal mfttion are complex, and derive
from a number of sources.

Privacy principles do not simply say ‘those whoeige personal information are
bound by the same obligations as the organisatmm fwvhich they received it’. In
fact, privacy principles rarely say anything dirabbut the obligations of the recipient
of personal information (some exceptions are dsedisbelow). Nor do privacy
principles require a disclosing organisation torewtate the purposes for which
information is being disclosed, although they woufld¢thallenged, need to be able to
justify the disclosure under the relevant princifgee Use & Disclosure below).

Where a data user receives information legitimataigclosed under a privacy

principle, and the recipient is aware of the badishe disclosure, then that should
condition and limit the purposes of their collectidt may be that purposes which
would be lawful if the information was obtainedesigere would not be acceptable
under collection principles if they were not comblat with the disclosure authority

of the source. But it is not clear if this would lb@sed on the purpose being unlawful,
or on the means of collection being unlawful orainfWhere a data user knowingly
receives information disclosed in breach of a dsate principle (i.e. the source has
no legal basis for the disclosure, and the recipgaware of that fact) then it would

seem clear that the collection is also in breatkhat the collector would be complicit

in the unlawful disclosure (or in some cases magnelvave expressly solicited the
unlawful act), and this would constitute unfairleation.
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If the recipient data user is unaware of the ba$islisclosure, then it cannot be
expected to make this judgment, but the questi@esfis it under any obligation to
enquire?’” This would almost certainly depend on tireumstances. It might be
reasonable, when collecting from established daéasusuch as government agencies
and large corporations, to rely on an assumpti@b they have a lawful basis for
disclosure. In contrast, if there was any goodaea® doubt that a disclosure is
lawful (perhaps because it is inconsistent withviones experience, or where it was
from a questionable source), then there might benais on the recipient to enquire or
this would make the method of collection unfair véwer, this is uncertain.

If a recipient’s intended purpose(s) of collectmnme narrower than the purposes for
which the source could disclose, the narrower pmepavill be the relevant ones for
privacy compliance purposes. Similarly, it the smuronly agrees to release
information for a narrow purpose, even if they cbtilemselves use the information
for other purposes (e.g. where a finance compasuiaties data to a debt collector), it
is the narrower purposes that will constrain thepient.

The above propositions would make the law workdamlé there is no authority for
them. This is a key area where the meaning of pyiyainciples is uncertain.

Submission DP72-28: The ALRC should address theuéssof how
Australian law should clarify the relationships beten collection and
disclosure of personal information, and in particat the limitations that the
purposes of collection of a first organisation plag limiting the uses of a
second organisation to which the information is dlssed. If this is not
done in the legislation, it would nevertheless baluable to have the
Explanatory Memorandum clarify what is the expectaderpretation of the
legislation.

Obligations of confidence — role in limiting use a@ndisclosure

The law of breach of confidence can play a roledetermining the purpose of
collection and subsequent use and disclosure apti@ssuming circumstances of
confidence apply and the information is confiddihtidhe relationships to which
confidentiality attaches is (surprisingly) stillagrtain for many modern commercial
and professional relationships beyond the well kmovelationships such as
banker/customer and doctor/patient. The ALRC shardure that its final report
takes account of developments in relation to sbeyutpowers and duties of
confidence.

There is less uncertainty about the role of obioyest of confidence is relation to
government. Statutory obligations of confidence malgo constrain uses and
disclosures. The High Court’s decisionJdohns v Australian Securities Commission
(1993) 178 CLR 408 that, in effect information dbeml through the use of
compulsory powers by a statutory body could noused for purposes inconsistent
with those powers has considerable but largely ploeed potential for interaction
with privacy principles. The previous government®indicated an intention to seek
legislative amendments to remove this constrainhickv would have been a
significant undermining of the purpose specificat@and limitation foundations of
privacy law. We consider that, given the importandehis issue to the long-term
development of privacy laws, the ALRC should, as da is possible through the
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Privacy Act indicate the desirable relationship between breafcconfidence laws
and the protection of privacy. This is most feasilol relation to the federal public
sector, which may also influence developments Iatic to State and Territory
public sectors.

Submission DP72-29: The ALRC should address thaues®f the role that
the law of breach of confidence plays in determigirthe circumstances
under which the use or disclosure of personal ismited. In particular the
principles in Johns v ASC and similar cases, inspfas they apply to

personal information, should be supported by statyt provisions in the
Privacy Act.

5.8. Notification requirements

The ALRC proposes that the notification requirerseatirrently included in the
private sector collection principle (NPP 1.3 & 1$h)ould be dealt with in a separate
principle (as it currently is for agencies (IPP. 2))

We support this proposal and provide comments agglgron proposed UPP 3.
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6. Specific Notification (UPP 3)

6.1. Introduction
ALRC proposed UPP 3

3.1 At or before the time (or, if that is not piaeble, as soon as practicable after) an
agency or organisation collects personal informatiabout an individual from the
individual, it must take reasonable steps to enstuag the individual is aware of the:

(@) fact and circumstances of collection (for exampley, when and from where
the information was collected);

(b) identity and contact details of the agency or migation;

(c) factthat the individual is able to gain accesste information;
(d) purposes for which the information is collected;

(e) main consequences of not providing the information;

(f) types of people, organisations, agencies or ogmtities to whom the agency
or organisation usually discloses personal inforioat and

() avenues of complaint available to the individddie or she has a complaint
about the collection or handling of his or her paral information.

3.2 Where an agency or organisation collects passanformation from someone other
than the individual concerned, it must take reastaateps to ensure that the individual is
or has been made aware of: (a) the matters listedPP 3.1 above; and (b) the source of
the information, if requested by the individual.

3.3 An agency or organisation must comply withdbkégations in UPPs 3.1 and 3.2:
(@) in circumstances where a reasonable person woupeéao be notified; and
(b) except to the extent that:

(h) making the individual aware of these matters wqdde a serious threat to
the life or health of any individual;

(i) (i) in the case of an agency, the agency is regfuor specifically authorised
by or under law not to make the individual awareocok or more of these
matters.

6.2. Location of notification requirements: separate principle?

We support the proposal to include notification emnd specific separate UPP (DP72,
Proposal 20-1). We suggested in our previous sudiomsthat a combined
‘awareness’ principle should be considered, comigithe notification and openness
principles, (CLPC IP31, Submission 4-1), and nbtg the OPC had a similar view.
However, we think the ALRC has made a reasonalde a¢athe DP72 for keeping
these two principles separate.
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6.3. Application of the notification principle

We support the ALRC'’s proposal that the UPP conngrnotification should apply
to both organisations and agencies (DP72, Prop@8als& 20-2), for the reasons set
out in paragraphs 20.18 to 20.20, and 20.45.

We support the ALRC’s suggestion (explained in geaph 20.30) that the
notification requirements should generally applaliccircumstances of collection. In
our view this shouldexpresslyinclude collection by observation, surveillance or
internal generation in the course of transactiaese (our comments below on UPP
3.1(a) and also on these different modes of cadiadgh relation to UPP 2),

Submission DP72-30: To ensure that all circumstancé collection are
covered, the words ‘by any means’ should be insgnte UPP 3 as follows:
‘.....from the individual, by whatever mean# must take ...’

6.4. Objective of UPP 3

The aim of this principle is to ensure that induads are aware of certain matters. If a
data user can be satisfied that individuals aboborw it is collecting personal
information are aware of these matters there needadbspecific notification. This
might be because they have been made aware in sttheeway or by some other
party (e.g. generic advertising campaigns), or whrey have previously been
informed by the same data user.

We are concerned that leaving the obligation asuang awareness’ (as in NPP 1.3)
iS too open to abuse. For instance, as we haves@rgreviously (in relation to our

CLPC IP 31, Submission, 4-2), data users couldodediely omit privacy notices

from routine communications even where there isimmah marginal cost in repeating

it, relying instead on an initial communication stituting ‘reasonable steps’. In our
view, it is asking too much of individuals to expdtem to remember the details of a
privacy notice several months after they have weckit, and in most contexts there is
no good reason why notice should not be repeated.

We agree that the objective of this principle ietsure awareness, but a better way
of consistently achieving this objective would bepur view, to slightly expand this
principle from one that only refers to reasonailps to ‘ensure awareness’ to one
that requires reasonable steps to specificallyifyiohs the default action, with an
option to otherwise ensure awareness, and a conditexception where the data user
could establish that at least the typical dataesttbpad been made aware by other
means (see our comment on UPP 3.1(a) below).

Submission DP72-31: UPP 3.1 should be re-wordedniré... reasonable
steps to ensure that the individual is aware’ to feasonable steps to notify
the individual or otherwise ensure that the individl is aware’ .

6.5. When is notice not required?

We are concerned at the suggestion in paragra@3 20.DP72 that there will be a
broad range of circumstances where no notificatidhbe necessary. We believe
that the case made here is far too simplistict Beisause an individual is aware that
collection is taking place does not automaticallyam that they are aware of all of the
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matters to be included in normal notifications, &wen if they have previously been
notified, some of the details (such as intendedpreats) may have changed over
time.

Any exceptions should be narrow and specific. Treeption embodied in UPP 3.3(a)
is, in our view, far too subjective and also addpeswrong ‘default’ setting. To the
extent that an exception based on ‘prior expegatatsojustified, this should clearlye
the exception; i.e. notification should be requitedessthere is a reasonable belief
that most of the individuals concerned would ngiext to be notified. Such a belief
would most commonly be founded on a claim thatviallials had already been made
aware in some other way. There may also be sommansstances in which such a
belief could be founded on evidence that individuaére not interested in knowing,
although this could be more difficult to establish.

Submission DP72-32: UPP 3.3 should be re-wordeda®ws:

‘An agency or organisation must comply with the ajtions in UPPs 3.1
and 3.2 unless:

(a) it reasonably believes that the individuals @@mned do not expect to be
notified

The ALRC proposes an exception where making th&vichehl aware would pose a
serious threat to the life or health of any indnad (DP72, [20.25], and UPP
3.3(b)(i)). This carries over an existing excepttonNPP 1.5, but would apply not
only to collection from third parties but also tollection directly from the individual.

There is no such current exception to NPP 1.3,teedALRC has not provided any
arguments to support this extension. Given thahéndirect collection situation the
individual will be aware that information is beirggllected, it seems unlikely that
informing them of the matters covered by UPP 3.dld@ause any additional harm.
In the absence of any justification, we opposeapplication of exception (b)(i) to
direct collection.

Submission DP72-33: UPP 3.3(b)(i) should only appb indirect collection.
As such, it may be better relocated to UPP 3.2.

The ALRC also proposes that UPP 3 should contafarther exception — that an
agency not be required to comply with the relevagtification requirements if it is
‘required or specifically authorised by or undex’laot to make the individual aware,
(DP72, [20.23] and proposed UPP3.3(b)(ii)).

Under the ALRC proposal, this exception would net dvailable to private sector
organisations. We cannot see why it should ndteret are such statutory constraints
on businesses, such as the prohibition on ‘tippffgin the AML-CTF Act2006
(s123).

We therefore support the proposed exception UP@®)8ii3 but submit that it should
apply to agencies and organisations.

Submission DP72-34: Exception (b)(ii)) in UPP 3.3 ahld apply both to
agencies and to organisations.
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6.6. Content of notice

Fact and circumstances of collection

We support the proposed inclusion in the requirdnfi@nan explanation of the fact
and circumstances of collection (UPP 3.1((a)). Hwesv, we question whether the
example — ‘(for example, how, when and from whée information was collected)’

— belongs in the principle. It seems more approgiiar a ‘Note’ or further guidance

to be issued later.

The express inclusion of the ‘facts and circumstanof collection’ is important

because the knowledge that information collectien taking place does not
automatically follow from the collection being ‘im0 the individual. In our

comments on UPP2 we identified at least three oaieg of collection — by

observation, by surveillance and from internal gaten in the course of transactions
to which the collection obligations should apply.

Submission DP72-35: The explanation ‘(for exampleow, when and from
where the information was collected)’ should be et&d from UPP 3.1(a)
and given instead in a Note or further guidance.

Collector’s identity and contact details

We support the inclusion of these details, to applipoth agencies and organisations
(UPP 3.1(b)). As we have previously suggested (CLHPG1, Submission 4-3) it may
not be sufficient to rely omny contact details — they need to ‘work’ in terms of
allowing genuine contact and a response. We sugdlattonsideration be given to
adopting the terminology of th8pam Act2003 which uses the term ‘functional
unsubscribe facility’ to convey the requirementt tie facility must work effectively.

Submission DP72-36: UPP 3.1(b) should include theords ‘functional’
before ‘contact details’.

Access and correction

We support the inclusion of item (c) in UPP 3.1 bubmit that it should also include
a requirement to notify individuals of the importaight to seek correction.

Submission DP72-37: UPP 3.1(c) should read ‘factaththe individual is
able to gain access to the information and seekreotion;’

Purposes of collection and consequences of not g

We support the inclusion of items (d) and (e) inRUR1, which are carried over from
NPP 1.3 (in the latter case, with some desiraloiplsication).

As we noted in our previous submission, the lagguirement is typically covered in
a privacy notice — generally associated with intlices as to which items of
information are mandatory and voluntary informati®he notice does not need to be
too detailed but, at the least, should clearlyaat to individuals that if they don’t
give some (or all) of the information then they nmay, for example, receive the
services in question (CLPC IP 31, p. 25).
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Submission DP72-38: We support the inclusion ofrite (d) and (e) in UPP
3.1

Usual disclosures

Submission DP72-39: We support the inclusion of ammation about usual
disclosures as UPP 3.1(f).

The ALRC believes that privacy principles should prescribe what level of detail is
required in notification, but that OPC should pdes/iguidance to assist agencies and
organisation in ensuring that individuals are prbpénformed of the persons to
whom their personal information is likely to bedased (DP72, [20.48] and Proposal
20-3). We accept that it is unrealistic to expéet it will always be practicable to list
specific entities to which disclosures are mad@rimacy notices. However, where
notices usgenericdescriptors of recipients (such as contractorsiness partners, or
government agencies), we believe there should kedditional obligation to answer
specific enquiries about the specific identityaotualrecipients. Without such a right,
individuals will find it impossible to ‘follow therail’ of their information, in the
event of a problem. Such a right would complentkatright that the ALRC accepts
to request specific details of sources of inforora{isee below).

We suggest that this right to request specificiltetd disclosures should be added as
an additional obligation in UPP 4 (Openness), whatteady has an ‘on request’
element (in 4.2), and also because the same sueptarng requirement should apply
to some of the details in UPP 4.1 (see our subangstlow on UPP 4).

In the specific context of overseas transfers @@ecomments on Chapter 28 and
UPP 11), this obligation should require specifimatiof the specific country or
countries concerned — this can be achieved eithédRP 11 or by incorporation in
our proposed new requirement in UPP 4.

Avenues of complaint

We support the ALRC’s proposal that an individuadsld be made aware of avenues
of complaint (DP72, [20.48] and Proposal 20-2).

Submission DP72-40: We support the inclusion ofnitég) in UPP 3.1.

Notification where information collected from a thdl party

The ALRC accepts that it is generally appropriatbere an agency or organisation
receives personal information about an individuaht a third party, that it should

retain an obligation to ensure that the individiglmade aware of the matters
prescribed in UPP 3.1 (DP72, [20.64], implementedugh UPP 3.2(a)). We agree
with this view.

The ALRC proposes in addition that where informati® collected from a third party
and the individual requests, an agency or orgdaisahould be required to take
reasonable steps to inform them of the source (DR2D266] and Proposal 20-5). We
suggest that this obligation needs to be made micit by referring to ‘the identity

of the source’. Otherwise, the source could bemlgsd simply in generic terms such
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as credit bureau, or list broker, leaving the imtiial unable to pursue enquiries with
any specific organisation.

Submission DP72-41: Proposed UPP 3.2(b) should beeaded to read: ‘the
identity of the source of the information, if reqséed by the individual.’

We further suggest that the ALRC should expresstpmmend that the drafting of
UPP 3.2 makes it unambiguously clear that the€éduested’ qualification applies
only to (b) and not also to (a), which must renaijpro-active obligation.

Timing of notice

The ALRC proposes that, where personal informaisooollected from individuals,
the reasonable steps (to ensure awareness) sheulikén at or before the time of
collection or, if that is not practicable, as s@mpracticable afte(DP72, UPP 3.1).
We support this but suggest that the OPC shouléxpressly required to issue
guidance about the limited circumstances in whigtel the event’ notification is
acceptable.

Clearly, the objective of awareness — to put tloividual in a position of knowledge
before they decide whether to give up their persom@rmation — is severely
compromised if the information is not provided beftand. On the other hand, there
clearly are some circumstances where it is simplypnacticable to convey all or, in
some cases, any of the information in advance. fibke of providing a ‘if
impracticable then later’ exception is that it cenabused, with data users who could
provide the information prior to collection, perlsaith some cost or creativity,
spuriously claiming ‘impracticability’.

The ALRC proposes no timing condition where infotima is collected from a third
party (UPP 3.2). This reflects an existing diffeze between NPP 1.3 and 1.5, which
we consider to be unsatisfactory, for the reasorengabove. We suggest that the 3.2
obligation be subject to the same timing qualifmatas 3.1. It is also necessary to
clarify that the time referred to is the time ofleotion by the agency or organisation
from the third party, not the original collectioy the third party (although that will
often be the way in which the obligation is futdi

Submission DP72-42: Proposed UPP 3.2 should be adeehat the end of
the first paragraph to read ‘... the individual is dnas been made aware, at
or before the time of that collection (or, if thas not practicable, as soon as
practicable thereafterpf:’

Further guidance

We support the ALRC proposal that the OPC shoutt/ide guidance on various

aspects of compliance with UPP 3 (DP72, Proposai3, 20-6 and 20-7). However,

as we have suggested above, far more of the ddtaihat the requirements mean in
practice should be incorporated in the princigelit leaving less to be covered in the
guidance.
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6.7. Technology Constraints on Notification

In our previous submission, we drew attention @ plrticular difficulties that may
arise in communicating detailed privacy messagesh wdertain modes of
communication such as telephone calls, SMS andisel@ advertising. (CLPC IP 31,
p. 23) If communications by these modes invitediresponse — for instance by the
customer calling or texting — then, in theory, tlsnuld include information about
the matters listed in the applicable notificatiompiple.

This is impracticable in many increasingly commarergarios, and the common
approach to compliance in relation to the variausns of direct response advertising
is to rely on the ‘if impracticable then later eption — providing the relevant
information either in later contact with the indluials concerned (e.g. when finalising
a purchase, or sending a contract) or by referem@e website. Neither of these is
satisfactory both because, as explained above, tley individuals relevant
information at the point of decision, and becalszd is even less chance than usual
of the individuals locating and reading the releva@etails.

Privacy laws face a major challenge in addressingn-traditional’ means of
communication. An extreme conclusion is that dagersi cannot comply and should
not therefore use such channels to collect persof@aimation, but this is unlikely to
be acceptable either to consumers or businessiyoesit data users.

We consider that the ALRC has not addressed tlssses in sufficient detail, given
their importance to consumers now and in the future

One approach to this problem is to accept thaethalt be an increasing incidence of
personal information being collected without thefprred level of awareness, but
strictly limiting the use that can be made of tindbrmation until such time as further
information has been given. This approach is expldurther in our comments on
UPP 5 - Use and Disclosure.
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7.0penness (UPP 4)

7.1. Introduction

ALRC proposed UPP 4

4.1 An agency or organisation must create a PrivRojicy that sets out the
agency’s or organisation’s policies on the manageina$ personal information,
including how the personal information is collectérbld, used and disclosed.
This document should also include:

(@) what sort of personal information the agency oramigation holds;
(b) the purposes for which personal information isdhel

(c) the avenues of complaint available to individualthe event that they have
a privacy complaint;

(d) the steps individuals may take to gain acceg®tsonal information about
them held by the agency or organisation in question

(e) the types of individual about whom records aretkep
(H the period for which each type of record is kepigl

() the persons, other than the individual, who caocess personal
information and the conditions under which they aapess it.

4.2 An agency or organisation should take reasamaléps to make its Privacy
Policy available without charge to an individuah)(electronically, for example,
on its website (if it possesses one); and in hamy/con request.

7.2. Separate ‘Openness’ Principle?

The ALRC proposes a discrete ‘Openness’ principkparate from the ‘Specific
Notification’ principle (UPP 3) to apply both to exgcies and to organisations (DP72,
[21.12] and Proposal 21-1).

Submission DP72-43: We support Proposal 21-1 fodiacrete Openness
principle to apply both to agencies and to orgartisas.

7.3. Matters to be included in a Privacy Policy

The ALRC proposes that the Privacy Policy setsayutagency’s or organisation’s
policies on the management of personal informatiooluding the types of
information, purposes for which information is hedthd avenues of complaint
available, steps to gain access to informationgdypf individuals about whom
records are kept, period for which each type obreds kept and the persons who can
access the information and under what circumsta(id®32, Proposal 21-2 — UPP

4.1(a)-(9))-

Submission DP72-44: We support Proposal 21-2 foe froposed content of
UPP 4.1.
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7.4. Availability of a Privacy Policy

The ALRC proposes that agencies and organisatibosilé be required to take
reasonable steps to make their privacy policiesilabta without charge both
electronically, and, on request, in hard copy (DRPtBposal 21-4 — UPP 4.2).

We support both these proposals. There is no exause 2% Century for any entity
not being able to make documents readily availgirieugh the Internet, but it is also
important that those without electronic accessstalrobtain a hard copy if required.

Submission DP72-45: We support Proposal 21-4 foe twording of UPP
4.2.

The ALRC takes the view that agencies need no lohgerequired to submit a
document to the OPC for the purposes of compilifgesonal Information Digest, as
currently required by IPP 5.4(b) (DP72, [21.19]).

We disagree. We accept that there has been ediatittle use of the Commonwealth

(and ACT) Personal Information Digests over theyé&drs they have been published.
However, they remain a potentially valuable reseufor the media and public

interest groups to make comparisons and hold gowenits to account. Agencies will

have to prepare the equivalent of a Digest entrgny case to satisfy UPP4, so the
marginal cost is only that of annual submission #v& compilation by the Privacy

Commissioner. Now that these processes are edtalllithe savings from removing
the obligation would be very small, while a potahyi extremely valuable resource

would be lost.

Submission DP72-46: UPP 4 should include a requirent: ‘an agency
must submit an electronic copy of its privacy pelido the Privacy
Commissioner at least once each year'.

To maximise the value of these submitted privadicigs, OPC should be required to
provide them online, so that they available in asodidated collection. While OPC
may be able to add some value to this informatég. (provision of a search engine),
other parties may be able to add different and dementary values by processing
the Privacy Policies in different ways (e.g. difiet search engines, adding hypertext
links to other resources). Provided republicatibsuch policies is accurate it should
be allowed as a means of increasing opennesswvaicgrpolicies.

Submission DP72-47: Any privacy policies submittedd the Privacy
Commissioner should be published by the Privacy @oissioner, and may
be republished by other parties’.

While it would be unnecessary, bureaucratic andlycos require all private sector
organisationsto similarly submit their privacy policies, the @missioner should be
able to require classes of organisations to sulih@tr policies for similar re-
publication, where the public interest in such @ment access justifies this because
of the privacy sensitivity of the particular orgsations and the information they hold.
Such requirements should be by legislative instninse as to provide the check of
disallowance.
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Submission DP72-48: The Privacy Commissioner, bgistative instrument,
should be able to require a class of organisatiotoes submit an electronic
copy of their privacy policies to the Privacy Conssioner at least once each
year.

We also support a requirement for both agenciesoaganisations to provide further
details of their information management to the &w Commissioner on request.
This is best located elsewhere in the Act and ke ifaup in our submission on Part F
of DP72.

7.5. Guidance

The ALRC proposes that the OPC should issue gu@&ant how agencies and
organisations can comply with their obligations @endhe proposed ‘Openness’
principle to produce and make available a Privaalcl (DP72, Proposal 21-3).

We support Proposal 21-3.

7.6. Short Form Privacy Notices

The ALRC takes the view that best practice by agsnand organisations is to create
‘layered’ privacy notices (a comprehensive versamd an abbreviated summary)
(DP72, [21.46]). However, it suggests that it isrenappropriate for the OPC to
encourage and guide the adoption of this practiadher than mandating it in the
Privacy Act(DP72, [21.47] and Proposal 21-5).

As we noted in our earlier submission, many consum@gresentative organisations,
while acknowledging an ‘information overload’ prebi, view trends towards layered
and short form privacy notices with suspicion, lasytcan too easily omit information
which should be relevant to an individual's deawsiowhether to proceed with a
transaction.

We believe that it is necessary to mandate a mimnevel of information to be
provided at or before the time of collection anthiaimum standard of transparency
and ease of navigation between specific colleatiotices and privacy policies. This
is best achieved either in Regulations or a bindinge.

Submission DP72-49: Regulations or a binding Codw®osld prescribe the
minimum set of information which needs to be proeitl at or before the time
of collection to achieve the objective of the spiecnotification principle
(UPP 3) and the minimum standard of transparency tihks to more
detailed information provided under UPP 4.
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8. Use and Disclosure (UPP 5)

8.1. Introduction

ALRC proposed UPP 5

5.1 An agency or organisation must not use or d&elpersonal information about an
individual for a purpose (thesecondary purpos¢ other than the primary purpose of
collection unless:

(@) both of the following apply:

(i) the secondary purpose is related to the priynawrpose of collection and,
if the personal information is sensitive informatiadirectly related to the
primary purpose of collection; and

(i) the individual would reasonably expect theeagy or organisation to use
or disclose the information for the secondary pwegacor

(b) the individual has consented to the use or d&ale; or

(©) the agency or organisation reasonably believeat tthe use or
disclosure is necessary to lessen or prevent agetthreat to:

(i) an individual’s life, health or safety; or
(i) public health or public safety; or

(d) the agency or organisation has reason to suspett anlawful activity
has been, is being or may be engaged in, and useBscloses the
personal information as a necessary part of itestigation of the matter
or in reporting its concerns to relevant personsathorities; or

(e the use or disclosure is required or authorisedobunder law; or

® the agency or organisation reasonably believes thatuse or disclosure
is necessary for one or more of the following byoor behalf of an
enforcement body:

0] the prevention, detection, investigation, prosesuir punishment
of criminal offences, breaches of a law imposingemnalty or
sanction or breaches of a prescribed law;

(i) the enforcement of laws relating to the confiscatid the proceeds
of crime;

(iii) the protection of the public revenue;

(iv) the prevention, detection, investigation or renneglyof seriously

improper conduct or prescribed conduct;

(v) the preparation for, or conduct of, proceedinggdoe any court
or tribunal, or implementation of the orders of @uet or tribunal.

5.2 UPP 5.1 operates in respect of personal infdrom that an organisation that is a
body corporate has collected from a related bodspormate as if the organisation’s
primary purpose of collection of the informationrerthe primary purpose for which
the related body corporate collected the informatio

Note: Agencies and organisations are also subject toréwpiirements of the ‘Transborder Data Flows’
principle when transferring personal information ali an individual to a recipient who is outside
Australia.
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8.2. A single ‘Use and Disclosure’ principle?

The ALRC proposes that the UPP should contain@esimse and disclosure principle
that applies to agencies and organisations (DR22222] and Proposal 22-1).

There are competing arguments. A single principieids arguments about whether
an action is a use or a disclosure and thereforehwgrinciple applies. On the other
hand, separate principles allow each to deal vggligs that arise specifically in the
context of internal use or of disclosure to thi@tgs. But the concept of a third
party is slippery, particularly with large multiffation data users. Corporate entities
can have many different ‘business lines’ and gowemmt agency boundaries are
constantly changing with new administrative arrangets and portfolios. The NSW
ADT has ruled that under PPIPA, in relation to ages with disparate functions,
some internal uses can be disclosure€ven with a single principle, it is still
necessary to understand the meaning of the twceptsic

Submission DP72-50: On balance, we support Propo2atl for a single
‘use and disclosure’ principle.

8.3. Meaning of terms

In our previous submission, we urged the ALRC tasider the importance of the
meaning of the terms ‘use’, ‘disclosure’ and ‘puspmf collection’ in the context of

this principle. There is little discussion of timsDP 72, apart from a brief conclusion
in paragraph 22.24, on which we comment below, waedconsider that this is

inadequate given the importance of these termsh¢onteaning of the Act. We

therefore repeat here the substance of our predaysments, and largely re-iterate
our previous submissions, with some modificatioegahow the objectives can be
achieved.

Meaning of ‘use’

The UK case oR v Brown[1996] 1 AC 543, a case on UK privacy legislatibe]d
that merely reading personal information is noé"ud that information. In contrast,
the Federal Privacy CommissionePkin English Guidelines to Information Privacy
Principles 8-11(1996) states that ‘As a general rule, any acegdsy an agency of
personal information in its control is a “use”,dathis includes ‘searching records for
any reason’.

Submission DP72-51: Either this principle, the dsfiions, or the
Explanatory Memorandum, should confirm that acc@&sg personal
information, even without further action being takeas a result of that
access, is ‘use’ of personal information.

As noted in paragraph 4.33 of IP 31, fiévacy Act 1988.6 provides thatusg in

relation to information, does not include mere lbisare of the information, but does
include the inclusion of the information in a pwehlion.” The meaning of this has
always been unclear. In relation to Commonwealtbnags, the Federal Privacy
Commissioner has considered many situations wharegency passes personal

5 KJ v Wentworth Area Health Servif2004] NSWADT 84.
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information to an outside organisation or agencyb¢oa ‘use’ not a ‘disclosure’,
applying a test of ‘whether or not the agency naams control over that personal
information’. It seems that outsourcing of procegof personal information has been
dealt with in this way (see Federal Privacy Comiaisar, ‘When is passing personal
information outside an agency a use?Rlain English Guidelines to Information
Privacy Principles 8-111996)). It is questionable whether this intetatien would
be upheld by a Court if challenged, and it wouldubgvise to simply apply it in the
private sector context without further considenatio

Submission DP72-52: Either this principle, the dsfiions, or the
Explanatory Memorandum, should clarify the circumestces in which
passing information outside an organisation remairss use rather than a
disclosure

Meaning of ‘disclosure’

The ALRC confirms (in DP72, [22.24]) that disclosucan include ‘revealing’ or
‘making accessible’. This implies that there cam & disclosure even if the
information is not used or acted on by the thirdtypgalthough there would
presumably be an objective test of whether anyoad hctually viewed the
information). We suggest that this needs to be nedehe either in this principle or in
definitions.

We argued in our earlier submission that ‘discleswhould include information
already known to the recipiefitand that this is of considerable practical impaocea
(CLPC IP31, p. 28).

Submission DP72-53: Either this principle, the dafiions, or the
Explanatory Memorandum, should make it clear thahdre can be a
disclosure even if the information is not used octad on by the third party,
and that even information already known to the rpent it can still be
‘disclosed'.

Meaning of ‘purpose of collection’

We asked in our earlier submission if there cammoge than one distinct original

purpose of collection? While NPP 1.3(c) referstbice of ‘the purposes for which

the information is collected’, the Commissioner talen the view that there will only

ever be one primary purpose, with all other purpdseing secondary (Guidelines to
the NPPs - NPP 2.1(a)) The problem with this viswhat it invites data users to

define their purpose broadly so as to avoid theswamts on secondary purposes.
The EU Directive, by contrast, stipulates that fh&poses for which data are
collected shall be ‘specified’ and ‘explicit’ (Acle 6(1)(b)). This is generally taken to
mean that the purposes must be delineated in avedyaconcrete, precise way (see
further Bygrave, 2002, p.338).

We have assumed in our comments on the Collectioniple (UPP 2) that there may
be multiple purposes.

6 patrick GunningDisclosure of personal informatidn Gunning, 2001 and Graham Greenl&udes
disclosure include information already knowin?Greenleaf, 2001.
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Another issue we identified that has not been aaety addressed by the ALRC is
how broad an original purpose should be permissiblge have dealt with some
aspects of this issue, including the issue of ‘imgdin our submission on Chapter
16 — Consent.

Submission DP72-54: The law should be clarified égpressly allow for the
declaration of multiple specific purposes, but ntt allow a broadly stated
purpose .

8.4. Exceptions to the limitation on use and disclosure

UPP 5, like NPP 2, starts from the premise thasgmal information should only be
used or disclosed for the primary purpose for whickvas collected, unless ....
Various exceptions are then proposed, based ore tmoNPP 2, but with some
suggested variations.

Exception for a related secondary purpose

The ALRC believes that direct relationship between the secondary purpose and the
primary purpose is not required in the in the tedapurpose’ exception in the use and
disclosure principle so far as it relates to nomsgese information (DP72, [22.38]-
[22.42] and Proposal 22-2). A direct relationshifpsld continue to be required in
relation to sensitive information (DP72, [22.43daProposal 22-2). This continues
the distinction made in NPP 2. We have arguedipusly for the direct relationship
test to apply to both sensitive and non-sensitivermation, but now accept that this

is not justifiable in relation to non-sensitive anfnation given the second test
proposed.

The ALRC proposes a continuation of a second tegtis exception — that the use of
disclosure be within the reasonable expectatioth@findividual. (DP72, [22.42] and
Proposal 22-2). We support the inclusion of them§onable expectation’ test.

Submission DP72-55: We support the proposed exceptiPP 5.1 (a).

Exception for consent (UPP 5.1(b))

We support the inclusion of this exception, subgecbur general comments about
consent — see our response to Chapter 16.

Submission DP72-56: We support the proposed exceptiPP 5.1 (b).

Exception for emergencies and threats to life ordin (UPP 5.1(c))

The ALRC concludes that the current exceptionsndigg ‘emergency’ situations are
too narrow. The ALRC proposes to delete ‘immingmdm the requirement that a
threat must be both serious and imminent to satisfyexception (DP72, [22.64] and
Proposal 22-3).

The ALRC proposes to retain the threat categond@sRP 2.1(e)(i), that is, where an
individual’s life, health or safety or public healbr public safety is threatened (DP72,
[22.65] and Proposal 22-3])
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The arguments put forward to support the removathef word ‘imminent’ in this
exception have in our view been largely addresseithé ‘emergencies and disasters’
amendments to tHerivacy Actin late 2006. We suggest that it is only if it becomes
evident over time that these amendments have mmjuadely addressed the concerns
that further amendments, such as a major broadenitigs exception, be considered.

We re-iterate our belief that most of the exammlésvhat has become known as
‘BOTPA’ (Because of thePrivacy Act..) involve a misinterpretation of the
constraints — sometimes out of ignorance but teendfom laziness; unwillingness to
explore the statutory exceptions and discretiore wilful desire to blame the law for
something that the data user does to wish to dediore other reason.

Removal of the ‘imminent’ element from the harmtt@suld probably be acceptable
in relation to the first part of the exception raat to ‘(i) an individual's’ life, health

or safety. It would however be very dangerouseiation to the second part — threat
to ‘(i) public health or public safety.’

This is because there is currently no constrainttlen ability of an agency or
organisation to claim this exception for bulk owtiaised uses or disclosures, as
opposed to ad hoc, specific individual circumstandédie first part of the exception is
by definition so limited — it will be necessaryittentify specific individuals or small
groups to satisfy this test. But if the exceptiwas available for public health and
public safety without the ‘imminent’ test, it isfficult to see how claims could not be
made under it for a wide range of law enforcememd avelfare programmes,
including high volume data-matching and data lirkkpgojects.

We submit that it was clearly never the intentidrParliament for this exception to
provide an alternative basis for such programnid®ey should instead have to satisfy
one of the other exceptions — typically ‘by or un@ev’ — see below.

The only condition on which the deletion of ‘immimemight be acceptable would be
if the exception was limited to ad-hoc case by casmimstances. In the absence of
any such limits, we oppose the proposed change.

Submission DP72-57: We oppose the deletion of thealdying word
‘imminent’ from UPP 5.1(c)

Missing persons

The ALRC’s view is that issues relating to missipgrsons are assisted by other
proposals, and does not believe it is desirablereéate a further specific exception in
relation to missing persons (DP72, [22.78]). Wepsupthis view.

Exception relating to suspicion of unlawful actiwit(UPP 5.1(d))

The ALRC believes that this exception, based onctlreent NPP 2.1 (h) should also
apply to agencies (DP72, [22.77]).

Submission DP72-58: We support the proposed exceptiPP 5.1 (d).

7 Privacy Legislation Amendment (Emergencies andddesa) Act 200§Cth).
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Exception where by or under law (UPP 5.1(e))

The ALRC canvasses views on the narrowing of tleegtion currently found in NPP
2.1(g) to include only where a use or disclosune dosecondary purpose is either
required or ‘specifically’ authorised by or undawl (DP72, Question 22-1)

We agree with the reasoning of the ALRC that leathts proposal, and support the
narrower wording. No compelling examples have beevided in support of the
status quo.

Submission DP72-59: We support a narrowing of theoposed exception
UPP 5.1 (e) to include ‘specifically’.

Exception for assistance of enforcement bodies (URPB(T))

This exception is carried over from the existing INR.1(h). We refer to our
comments on the similar exceptions in UPPs 9 anthdtlthis exception implies the
active involvement of an Australian enforcement body dadined in the Act). It
should not be open for an agency or organisatiaridion this exception in respect of
uses or disclosures which were onlyppbspectiveinterest to an enforcement body.
The correct and preferable exception for thoseuoastances is the reasonable
suspicion of unlawful activity — UPP 5.1(d).

Submission DP72-60: We support the proposed exoeptyPP 5.1 (f). We
suggest that there should be a Note to this exa@pstating that it requires
the active involvement of an Australian enforcememdy

8.5. Other exceptions?

The ALRC's view is that it is unnecessary to in@duahn additional exception in the
use and disclosure principle to allow for discl@swoif incidents to insurers (DP72,
[22.91]). We support this view.

The ALRC believes that there is no need to createva exception dealing with the
use and disclosure of personal information in tbarse of due diligence (DP72,
[22.99]). We support this view.

The ALRC deals with issues of research and heath o1 Part H of DP72, with a
view to moving these provisions out of the ‘Use dddclosure’ principle in the
proposed UPPs and into more specific subordingtsléion” (DP72, [22.101]). We
comment on these proposals and issues in our ssibmisn Part H.

We note that in Chapter 40, dealing with other exgons, the ALRC asks if
exemptions or exceptions are needed for alternaiisfgute resolution (ADR) bodies
(DP72, Question 40-2). We comment on that suggesti our separate submission
on Part E of DP72.

8.6. Logging uses and disclosures for secondary purposes

The ALRC does not believe that it is desirabledquire agencies and organisations
to record their use or disclosure of personal mfation when this occurs for a
purpose other than the primary purpose of collec(PP72, [22.114]). We are very
disappointed with this conclusion and urge the ALiR@econsider. If designed into
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systems, recording of exceptional uses and disdssshould be both easy and cheap,
and would in our view have a wide range of collaté&enefits. Good record-keeping
is simply good business practice.

The ALRC suggests that the record keeping requintrbe retained as it relates to
use or disclosure under the relevant law enforcéregoeption (DP72, [22.117]).
However there is no firm proposal to this effectl énis missing from the proposed
UPP 5.

Submission DP72-61: UPP 5 should include a specigguirement to keep
a log or record of all uses and disclosures for sedary purposes under
exceptions (a)-(f).

8.7. Significance of exceptions

As we stated in our earlier submission, the exoegtiare not in themselves
requirementgo disclose (or use) personal information. Orgaiiosis may choose not
to disclose information even if it is not a breaxfha principle to do so, unless some
other law compels them to disclose. Nor are exgepgeneral authorisationso
disclose: a disclosure compliant with an exceptimay still leave the discloser open
to other actions for wrongful disclosure, whethecduse of some breach of another
statute, or a breach of confidence, or a breaatopyright, or some other action. If
the discloser has an obligation not to disclosectviairises outside privacy laws, an
exception to a disclosure principle cannot act defance. The same applies to uses
which breach other duties.

It is very easy for data users or data subjectsérnlook or not understand this limited
role of exceptions to privacy principles, and ityntee valuable to remind them of this.
The best place to do so is in the Act itself, byote. Alternatively, but less usefully,
the Explanatory Memorandum could be used. Those wish to encourage data
users to disclose information in circumstances wlar exception applies may not
point out this limited role, resulting in data usenistakenly believing they have an
obligation to disclose, or that they need no carsather legal obligations before they
do so.

The NSW PPIPA contains a specific provision makihgar that exceptions do not
constitute obligations to disclose (s.23(6)).

Submission DP72-62: There should be a clear statameither by note in
the Act (the preferred option) or in the Explanato Memorandum in

relation to UPP 5 that all the exceptions apart fro(e) are discretionary and
are neither a requirement nor an authorisation tcsa or disclose.
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9. Direct Marketing (UPP 6)

9.1. Introduction

The ALRC proposes a special direct marketing pgvaignciple which would apply
regardless of the purpose for which the informatmas collected, requiring that
direct marketing only occur where an individual hgisen consent, unless it is
impracticable to gain consent. It would allow indivals to opt out at no charge under
any circumstances, and require express consentmérketing use of sensitive
information. This would make the current privatectee provisions more
comprehensive, but the ALRC is still undecided dahwlether it should apply to the
public sector.

ALRC proposed UPP 6

6.1 An organisation must not use or disclose peakoriormation about an individual
for the primary purpose or a secondary purpose iggail marketing unless all of the
following conditions are met:

(@) the individual has consented, or both of the faltmapply:
(i) the information is not sensitive informatioma

(i) it is impracticable for the organisation teeek the individual's
consent before that particular use or disclosunega

(b) the organisation will not charge the individuat fgiving effect to a request by the
individual to the organisation not to receive direnarketing communications;
and

(c) the individual has not made a request to the oiggtion not to receive direct
marketing communications, and the individual haswithdrawn any consent he
or she may have provided to the organisation toeirex direct marketing
communications;

(d) in each direct marketing communication with theividual, the organisation
draws to the individual’s attention, or prominendigplays a notice, that he or she
may express a wish not to receive any further tirearketing communications;
and

(e) each written direct marketing communication by theganisation with the
individual (up to and including the communicatidrat involves the use) sets out
the organisation’s business address and telephooenber and, if the
communication with the individual is made by fakex or other electronic means,
a number or address at which the organisation can dontacted directly
electronically.

6.2 In the event that an individual makes a requéshe organisation not to receive
any further direct marketing communications, thgamisation must comply with this
requirement within a reasonable period of time.

6.3 An organisation must take reasonable stepsnwhquested by an individual to

whom it has sent direct marketing communicatiomsadvise the individual from where
it acquired the individual’s personal information.
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9.2. Definition of ‘direct marketing’

We suggest that it will be necessary to definee’clirmarketing’ for the purposes of
this principle. To ensure that the objective & groposed Direct Marketing principle
is met, it is essential that it is defined broaddy include direct approaches to
individuals about any matter, including but notited to offers of goods or services,
fundraising, and promotion of political, religioos charitable aims, including offers
of membership.

Too much of the media-specific regulation introdlicecently (such as ttHgpam Act
2003 andDo Not Call Register Ac2006) has been undermined by broad exemptions
for activities which individuals typically regard at least as intrusive as marketing of
goods or services.

It is also essential to dispel any implied limivatiof the definition to marketing where
the fulfilment is by direct means (e.g. mail ordefhe direct marketing industry has
in the past sought to limit regulation to directesa leaving out marketing the
intention of which is to entice consumers into taif@utlet.

Submission DP72-63: The Privacy Act should defirgirect marketing’ as
‘the marketing or promotion of goods, services odems, including
fundraising and recruitment, by direct targeted comunication with specific
individuals or by individualised communications, @any means.’

The words ‘or by individualised communications’ eefback to our proposed
clarification of the meaning of ‘personal inforn@ti. So, for example, customised
marketing based on the use of ‘cookies’ would besoed irrespective of questions of
whether other information allowed the marketermow the identity of the marketing
prospect.

See also our comments on the media-specific dinacketing laws in our submission
on Part J of DP 72.

9.3. A separate principle

The ALRC proposes a separate principle to regulaéet marketing, whether it is the
primary purpose for which personal information wa#iected or a secondary purpose
(DP72, [23.21-22] and Proposal 23-1).

Submission DP72-64: We support Proposal 23-1 forsaparate Direct
Marketing principle.

9.4. Application of the Principle
Agencies?

The ALRC asks if this UPP should apply to agenesvell as to organisations (i.e.
the private sector) (DP72, Question 23-1). Weéeheliit should so apply on the
grounds that the boundaries between private andicpgbctors are increasingly
blurred, and government agencies are nhow commomiertiaking direct marketing
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activities. As we noted in our earlier submissithe, equivalent principle in the Hong
Kong Ordinance applies to all sectors, and the Héogg Privacy Commissioner has
found public sector bodies in breach of it. Goweent agencies will still be able to
justify some direct marketing campaigns — the pssgoprinciple accommodates this,
while giving individuals the choice not to receiseme government communications
through these channels. Governments can geneedylyn generic ‘broadcast’ media
to promote services, compliance issues etc.

Submission DP72-65: UPP 6 should apply both to ages and to
organisations.

Sensitive information

The effect of the ALRC’s proposal, as implementedJPP 6.1(a), is that any use of
sensitivepersonal information for direct marketing will tege consent — i.e. the
allowance for consent being impracticable in 6.(lijagloes not apply to sensitive
information.

We support the construction of the principle toehéivs effect, subject to our generic
comments on consent in our submission on Chaptef D& 72.

9.5. Exceptions

By or under law

If, as we suggest, the principle applies to agendien there will need to be an
exception to allow direct marketing where it isuggd or specifically authorised by
or under law. While it is difficult to see legaleguirement’ for direct marketing

arising, it should be left in to cover the posdipil Given the increasing delivery of
government services through the private sectoh suncexception should also apply
to organisations.

Submission DP72-66: UPP 6 should contain anotherception as an
alternative to conditions (b)-(e) so that 6.1 wouléad: ‘... unless the
following conditions are met:

(a) [as proposed by the ALRC]
and either

(b) the use of information for direct marketing isequired or specifically
authorised by or under law,

or
(c) all of the following conditions are met:
[(b)- (e) in current proposal renumbered as substs within (c)]

Consent

The ALRC proposes that the Direct Marketing priteigllows use of personal
information for direct marketing where the indivaduhas consented (UPP 6.1(a)).
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We support this exception but subject to the contmare make generically about
consent in our submission on Chapter 16 of DP 72.

9.6. Relationship to other laws

The ALRC proposes that the general requiremenpsagosed UPP 6 should continue
to be displaced by more specific sectoral legista{DP72, Proposal 23-2).

This should go without saying — it must always remaossible for specific
legislation to override generic laws. At presemthbtheSpam Act 200&nd theDo
Not Call Register Act 200Bave this effect, generally strengthening thetinm the
generic NPP 2.1(c). However, we suggest that the@should not remain neutral,
but should instead recommend that any sectoralslé&gin addressing direct
marketing should as far as possible be consistehtWPP 6, and that any weakening
of the standards in UPP 6 should be clearly jestifi

Submission DP72-67: Any sectoral legislation addsiegy direct marketing
should as far as possible be consistent with UPPAGy weakening of the
standards in UPP 6 should be clearly justified asdould be included in the
Privacy Act as exceptions to UPP 6.

9.7. ‘Opt out’ default

The ALRC proposes that UPP 6 should require indi&isl to be presented with a
simple means to ‘opt-out’ of receiving direct markg communications (DP72,
Proposal 23-3).

We support this proposal, but suggest that itrengtthened in a number of ways. (We
also suggest that the ALRC reviews the construabib@.1 with a view to avoiding
the double negatives in conditions (b) & (c), whiaiake it quite difficult to
understand).

Firstly, we see no reason to limit the communigaian which contact details are
provided. The qualification ‘(up to and includitige communication that involves
the use)’ should be removed from proposed UPP %6.1(e

Secondly, there should be a specific requiremeat the means presented be
‘functional’ — i.e. able to achieve the intendeteef. This is based on the ‘functional
unsubscribe facility’ requirement in ti&pam Act 2003 Without such a qualification,
there would be myriad ways in which organisatioms ggencies) could frustrate the
objective of the ‘opt-out requirement by making difficult or impossible for
individuals to exercise the choice.

Thirdly, there is no need for the principle to sseh technology- or media- specific
language. The principle only needs to convey thjeabive that whatever medium is
used, the means of reply must be at least as easet

Submission DP72-68: UPP 6.1(e) should be amendedrdad °....each
communication by the [organisation] with the indigdual includes a
functional means of contacting the [organisation]lf the communication is
by electronic means, the means of contact must bleast as easy to use.
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Lastly, individuals should be able to indicate theieference not to receive direct
marketing communications either by direct contathwan organisation [or agency]
or through any general preference scheme to wiiiehotganisation [or agency] is
subject. This would ensure that organisations [a@ggncies] had to respect
individuals’ preferences registered with such sad®emas the statutory Do Not Call
Register or the voluntary ADMA Do not Mail servide, the extent that they were
bound (either by law or by subscription) to usehssichemes.

Submission DP72-69: UPP 6.1(c) should be amendecetd ‘the individual
has not made a request, either directly or indidgctto the [agency or]
organisation ...".

9.8. Response times

The ALRC proposes that UPP 6 should require [osgdinins] involved in direct
marketing to comply, within a reasonable time, wath individual’'s request not to
receive direct marketing communications (DP72, Bsap23-4).

We support this proposal, but urge that it be gftfeened by the prescription, in
Regulations or a binding Code, of specific targsponse times for different media of
communication.

Submission DP72-70: Either Regulations or a bindin@€ode should
prescribe specific response times for different needf communication, to
give effect to individuals’ requests not to receifigther direct marketing
communications.

9.9. Information about sources

The ALRC proposes that individuals should haveghtrio request information about
where an organisation that has sent a direct magkebmmunication has acquired
the individual's personal information (DP72, Proga23-5).

We support this proposal, but urge that it be mad®e specific by requiring

information on the identity of the source. Withdhts qualification, the principle

could be satisfied by a broad generic descript@g.(list brokers) which would be of
limited value to an individual seeking to ‘followe chain’ of information, which the
ALRC notes is one of the objectives (DP72, [23.62])

Submission DP72-71: UPP 6.3 should be amended tadre..to advise the
individual of the identity of the source of the imddual's personal
information.’

9.10.  Further guidance

The ALRC proposes that the Office of the Privacynassioner should issue
guidance on two specific matters relating to direwrketing — data quality and
vulnerable people (DP72, Proposal 23-6). We supp@ proposal, but suggest that
there will also be a need for advice on how to enmnt the requirements of UPP 6
in relation to specific communications media — iartgular the difficulties of
communicating much detail when using voice teleyhand SMS/MMS or instant
messaging.
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Submission DP72-72: The Privacy Commissioner should required to
issue guidance about compliance with UPP 6, inclngi specifically the
matters specified in proposal 23-6, and the praalites of compliance when
using different communications media.
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10. Data Quality (UPP 7)
10.1. Introduction

The ALRC proposes two extensions of the data qupfiinciple to require collectors
to take reasonable steps to ensure that persofmimation they collect, use or
disclose is relevant. Presently, NPP 3 is limited &ccuracy, timeliness and
completeness, while the IPPs do not impose datbtyguaquirements at the time of
disclosure.

ALRC proposed UPP 7 - Data Quality

An agency or organisation must take reasonablesstepmake sure that the
personal information it collects, uses or discloseswnith reference to a purpose
of collection permitted by the UPPs, accurate, cletep up-to-date and relevant.

10.2.  Extension to scope of the principle supported

We support the ALRC’s move to a single privacy gipe dealing with data quality
applicable to both agencies and organisations (DR242] and Proposal 24-1)

We support the ALRC’s view that it is unnecessaryiriclude a provision in the
proposed data quality principle explicitly statitigat the obligations in the principle
are not absolute, as the reference to ‘reasontdpe’ss sufficient (DP72, [24.33]).

A statement needs to be included either in a Not¢he Act or in the relevant
Explanatory Memorandum that in assessing whatasanable, primary regard shall
be given to the extent to which data-processingrercan have detrimental
consequences for the data subject(s) (see Bygr@®g, 2.368). This would help
offset attempts by data controllers to place primaeight on their own needs when
assessing what is reasonable.

Submission DP72-73: There should be a clear statameither by note in
the Act (the preferred option) or in the ExplanatpMemorandum that in
assessing what steps are reasonable under UPP imay regard shall be
given to the extent to which data-processing errcein have detrimental
consequences in the context of the particular infeation and
circumstances.

We support the uniform extension of the data qualiinciple to apply at the time of
disclosure (DP72, [24.4)]).

The ALRC believes that the data quality principl®sld only be extended to data
collectors that collect, use or disclose personédrmation (DP72, [24.20]). The

guestion of whether this principle should applyntiormation a data user ‘controls’ is
applicable to all principles and is discussed m plart of our submission responding
to Chapter 3.

The ALRC believes that the principle should requireall circumstances that the
information should be relevant to the purpose fdricw it was collected or a
permitted secondary purpose (DP72, [24.22]). Wepstpthis stance. The change
will also assist Australia’s law to meet the staddaof the EU Directive, although (as
set out in CLPC IP 31, p. 43), this was not likedybe a significant issue in relation to
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the Data Quality principle.

10.3.  Quality obligations should apply to secondary and
improper uses

The ALRC proposal measures the quality standardistive to ‘a purpose of
collection’, but if personal information is to bead for a secondary purpose (use or
disclosure) permitted by the UPPs then the agenoyganisation should be required
to ensure that it is of appropriate quality fortthae or disclosure, which may be quite
different from the purpose of collection.

This is consistent with the OECD requirement tmdbrimation be ‘relevant to the
purposes for which they are to be used.” The ALRCognises this, and refers to
quality being understood with reference to the psepof collection ‘or another
purpose permitted under the privacy principldBP72, [24.22]), so it seems this
qualification may have been omitted in error.

This argument applies whether or not the secondsgyis a use permitted under the
UPPs, because if use is made of irrelevant or bdate information for purposes
which are also improper, this use is still a breakctie quality principle.

However, the one exception is where an agency garisation is required by law to

disclose information. In such a case, the agencgrganisation does not then have
any control over whether to disclose, and cannasarably be expected to consider
data quality relative to the requester’s purpodthdagh it should draw any obvious

quality limitations to the attention of the requegtparty). However, if an agency or

organisation makes its own decision to disclosshdtuld also have the responsibility
to decide whether the information it disclosesfithe required quality.

Submission DP72-74: UPP 8.2 should state ‘An agermy organisation

must take reasonable steps to ensure that the pebkmformation it uses or

discloses for a purpose other than the purpose oflection is accurate,
complete, up-to-date and relevant in relation toathpurpose, unless it is
required by law to disclose the information.’

10.4.  Automated Decision-making

In 15.6 below, we suggest a sub-principle, to bdeddto UPP 8, concerning
automated decision-making.
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11. Data Security (UPP 8)

11.1. Introduction

The ALRC proposes that the UPPs should containreipte called ‘Data Security’

that applies to agencies and organisations (DPi#oRal 25-1). We support this
proposal. The ALRC’s UPP 8 combines three somewisainct principles which are

nevertheless related by considerations of risksiistise of personal information: (a)
security; (b) restrictions on retention (or obligas to destroy / de-identify); and (c)
obligations to ensure proper use by third pariiés.deal with each separately.

ALRC proposed UPP 8 - Data Security

An agency or organisation must take reasonablesstep

(@) protect the personal information it holds from nsisuand loss and from
unauthorised access, modification or disclosure;

(b) destroy or render non-identifiable personal infation if it is no longer
needed for any purpose permitted by the UPPs; and

(c) ensure that personal information it discloses tgerson pursuant to a
contract, or otherwise in connection with the psion of a service to the

agency or organisation, is protected from beingduse disclosed by that
person otherwise than in accordance with the UPPs.

11.2.  Data security proposals

Elements of ‘security’

The ALRC'’s formulation in (a) of the risks againghich security must protect is not
broad enough. ‘Misuse and loss’ by authorised uadlfsiot necessarily encompass
excessive accesses or accidental alteration oradegon falling short of loss. The
reference to ‘unauthorised access, modificatiodiseclosure’ implies that ‘loss’ and
‘modification’ have different meanings, and it miag that neither includes the other.
If so, then security need not protect against ¢tdstata caused by unauthorised parties
— which would be ridiculous. The expression ‘ohest misuse’ as used in the draft
Asia-Pacific Privacy Charter can usefully be usedehsure comprehensiveness in
relation to both authorised and unauthorised users.

Submission DP72-75: UPP8 should be re-worded to uieg protection
against ‘improper access, use, alteration, deletion disclosure, or other
misuse, by both authorised users and by other pti

Reasonable steps test

We support the ALRC's uses of ‘reasonable stepghasprincipal test for what is
required in all three elements of this principl@ther than trying to enumerate
elements of security in the legislation.

However, there is a significant risk of misuse e€w@rity concerns by the over-zealous
application of UPP 8(a) or (c), resulting in priyaprotections which themselves
become privacy infringements, and serve to impédelégitimate flow of personal
information. As noted in our previous submissiome wraft Asia-Pacific Privacy
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Charter tries to guard against this by referringsexurity safeguards commensurate
with [the information’s] sensitivity, and adequdai® ensure compliance’, and the
APEC Privacy Framework is even more explicit inuieqg that:

Such safeguards should be proportional to theilikgetl and severity of the harm
threatened, the sensitivity of the information ahd context in which it is held, and
should be subject to periodic review and reassassme

We consider that the ALRC should adopt some suchuttion as a caveat on all of
UPP 8(a)-(c) (see CLPC IP31, Submission 4-17).

Submission DP72-76: UPP 8 should also state thabfFhe purposes of this
Principle, reasonable steps must be proportional tiee likelihood and
severity of the harm threatened and the sensitiafythe information.’

The ALRC proposes that the OPC should provide gudaabout the meaning of
‘reasonable steps’ in the context of the propodedta Security’ principle, and
specifies the matters to be dealt with in this gake (DP72, Proposal 25-3).

We submit that it is more useful for all concerne®@PC isrequired by the Acto
issue such guidelines, rather than this merelyghaisuggestion buried in an ALRC
report. Statutory requirements will be compliedhaity OPC, whereas mere ALRC
recommendations, even if accepted and ‘endorsedhé&ygovernment, may not be.
They can also be used by OPC to mount a case diticawal resources which may be
needed to ensure compliance. Otherwise, lack ouress may be used as an excuse
for delay in implementing what is only an ALRC seggon. There is nothing unusual
about Privacy Commissioners being required to ssqusdelines or codes within a
specified period after legislation comes into foltdappened in Australia in relation
to tax file numbers and credit reporting, and ppened in Hong Kong in relation to
ID numbers.

Submission DP72-77: OPC should be required by tAet to issue
guidelines on the meaning of ‘reasonable steps’hit one year.

We refer to our general reservations about OPC éhinis in our submission on the
Commissioner’s role (Response to DP72 Part F).

11.3.  Non-retention (destruction or non-identifiability)

Extension of non-retention requirements to agencies

The ALRC proposes that personal information heldabyagency or organisation
should be destroyed or permanently de-identifiednfdered non-identifiable) when
no longer needed. This rule should be able to bplaed by specific legislation.
(DP72, [25.40)).

We support ALRC Proposal 25-4 concerning UPP 8(hjcky for the first time,
would subject government agencies to a non-retergionciple, although we adhere
to the view that this should be in a separate ia¢see CLPC IP31, Submissions 4-
18 and 4-19).

Submission DP72-78: UPP 8(b) should be a separatateD Retention
principle
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Meaning of ‘render non-identifiable’

The ALRC is of the view that the term ‘permanerd8ridentify’ should not be used
in the UPPs and prefers the term ‘render non-iflabte’, because this makes it clear
that agencies and organisations are obliged to &ikps to prevent future re-
identification of personal information (DP72, [25]8 We agree, but submit that the
term should be so defined in the Act, as its meargmot obvious.

Submission DP72-79: The Act should define ‘rendeomidentifiable’ as
‘taking reasonable steps to prevent future re-iditication of personal
information’.

‘Retained’ in this context means ‘retained in idigble form’, so this principle
(either UPP 8(b) or, as we suggest, a separateipeh can also be referred to
generally as ‘non-retention’.

Limiting justifications for retention

We previously submitted (CLPC IP 31, Submission 94t)1 that the current
formulation of NPP 4.2 allows organisations to ifystetention on the basis of the
myriad secondary purposes for which NPP 2 allovesitiformation to be used and
disclosed, whether or not they bear any relatigngbi the original purposes of
collection. This is very dangerous. The singleagest protection for personal
information against unexpected and unwelcome sexgnges, and against ‘function
creep’ more generally, is to delete or de-identify If it no longer exists in
identifiable form, it can no longer pose a riskpivacy. The increasing demands of
law enforcement, revenue protection and intelligenagencies for personal
information to be kept ‘just in case’ for their gpeective access should be addressed
through specific legal requirements, which can lebated and justified as clear
exceptions to a general presumption of disposaé AbRC has not discussed this
issue in DP 72 and we submit that it should formeav in its final report, given the
growing importance of data retention as a politeadl privacy issue. We adhere to
our previous view.

Submission DP72-80: The data retention principle {ether part of UPP 8
or separate) should provide that personal inforn@ti must only be retained
for any secondary purpose for which it has alreatbgitimately been used,
or for which there is express legal authority foetention. A Note should
explain that secondary purposes for which personaformation may be
used or disclosed in future do not provide an ahative justification for

retention

Guidance on non-retention

The ALRC is proposing that the OPC should providedgnce aboutwhenit is
appropriate for an agency or organisation to dgstyo render non-identifiable
personal information that is no longer needed fpugose permitted under the UPPs
(DP72, Proposal 25-5), and aladat is requiredto achieve this, particularly when
that information is held or stored in an electrdioion (DP72, Proposal 25-6).

As discussed before, it is insufficient to meredyggestthat OPC issue such
guidelines.
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Submission DP72-81: The OPC should be required Ime tAct to issue
guidelines on the retention principle within one ge

We refer again to our general reservations abou® GRidelines in our submission
on the Commissioner’s role (Response to DP72 Bart F

Destruction vs non-identifiability

The ALRC does not support giving an individual theneral right to require an
agency or organisation to destroy personal infolonait holds about the individual
(DP72, [25.73]). Nor do its proposals indicate tHastruction is to be preferred to
non-identifiability. Nor would the guidelines dissed above require OPC to suggest
when destruction is preferable.

It seems that the ALRC's position is that, providedn-identifiable’ connotes
permanence of de-identification, it is no differémam destruction. However, the data
may retain utility for statistical purposes. While do not disagree with the ALRC'’s
position to the extent of proposing an alteratier, question whether this matter has
been examined sufficiently. In particular, thereynba situations where the retention
of non-identifiable data can lead to inferencenppedrawn (statistically) about a
group of people. This may give members of that grofupeople legitimate reasons to
prefer data destruction over non-identifiability.

Submission DP72-82: ALRC should give further conemdtion as to
whether there are any circumstances where a persbould be able to put
forward a case for destruction rather than non-idefiability of their data.

11.4. Obligations of third party recipients

We support the ALRC's revised security principleking clearer than before that
anyone who discloses personal information is oblige take reasonable steps to
ensure that it is protected against being usedsatoged by the recipient otherwise
than in accordance with the UPPs.

However, there are two aspects of the ALRC proposedre it is not clear why the
obligation is phrased narrowly, and a broader phgamay be preferable. First, the
expression ‘discloses to a person pursuant to &raminor otherwise in connection
with the provision of a service to the agency agamisation’ is already quite broad,
much broader than the normal understanding of festdrs’ (see CLPC IP 31,
Submission 4-17, which was limited to contractof$)ere does not seem any obvious
reason why this obligation should be limited in avgy, except where a disclosure is
required by law, in which case there will oftendmnstraints on how far the discloser
can impose conditions on the recipients (this ghowok prevent them from seeking to
establish that the ‘requiring’ organisation or agerespects privacy rights as far as is
consistent with their purpose. The obligation isamy event only to take ‘reasonable
steps’, and should therefore be minimal when télkessrare minimal.

Submission DP72-83: The obligation in UPP 8(c) sHduapply to all
‘personal information it discloses to a third penso

Second, it is not clear why the protection thattthed party must provide is limited to
protection to the information ‘from beingsed or disclosetdy that person otherwise
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than in accordance with the UPPs’ (emphasis addedeems that the protection
should at least extend to some other protectioasiged by the UPPs which are not
covered by ‘use or disclosure’, including at legst requirement to observe UPP 8(a)
(provide reasonable security). The discloser showldbe required to take steps to
ensure that recipients will observe obligationst theperly only apply to them as
independent data controllers, such as those congenollection, quality, access,
correction and deletion (assuming they are subjectan information privacy
jurisdiction — if not then UPP 11 will apply andjuere additional steps).

Compliance with UPP 8(c) will require more than thscloser just satisfying itself
that the recipient is subject to a privacy law —mitist mean requiring from the
recipient some demonstration of commitment to cgmspth as reference to a privacy
policy? A discloser will have to ask at least ‘whia you want the info for?’ so how
much more of a burden is it to add ‘and how willuygomply with privacy
principles?’

Submission DP72-84: The obligation in UPP 8(c) sHduextend to
requiring third party recipients of personal infortion to observe all
relevant UPPs in relation to that information.

11.5. Data breach notification

We submit in 13.1 below that the data breach matiion provisions proposed by the
ALRC (DP72, Proposal 47-1) should be located inUR®s, preferably as part of the
security principle UPP 8.
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12. Access and Correction (UPP 9)

12.1. Introduction and Application

The ALRC proposes a principle called ‘Access andr&xion’ that (a) sets out the
requirements that apply torganisationsin respect of personal information that is
held by organisations; and (b) contains a noténgtahat the provisions dealing with
access to, and correction of, personal informahield byagenciesare located in a
separate Part of tHerivacy Act(DP72, Proposal 26-1).

We accept the ALRC’s arguments for dealing withesscand correction separately
for agencies (where the relationship with B@l Actis crucial) and organisations.

Submission DP72-85: We support the inclusion in th#’Ps of an access
and correction principle (UPP 9) applying only taganisations.

The proposed access and correction principle jtitkeounterpart NPP 6, has several
different component parts — 9.1-9.7 plus two Notes

ALRC proposed UPP 9.1

9.1 If an organisation holds personal informatioboat an individual and the
individual requests access to the information, uistrespond within a reasonable
time and provide the individual with access to thformation, except to the
extent that:

[Exceptions (a)-(j) follow — these are set out alistussed in turn below]

12.2.  Grounds for withholding

The ALRC proposes a number of grounds on whichgoetisinformation can, at least
initially, be withheld from an individual in resps@ to an access request.

We generally support the proposed exceptions auigds for withholding’, with the
following reservations:

Ground (a) — ‘threat’.

ALRC proposed UPP 9 exception )(groviding access would be reasonably
likely to pose a serious threat to the life or hiealf any individual;

The ALRC proposes omission of the qualifying adyectimminent’, in line with its
proposals for UPPs 2 and 5. For the reasons we g&en in our submissions on
those principles, we opposed those changes, buahisninstance we support the
proposed change.

Ground (e) — ‘revealing intentions’

ALRC proposed UPP 9 exception )(eroviding access would reveal the
intentions of the organisation in relation to negtibns with the individual in
such a way as to prejudice those negotiations;

This is potentially open to significant abuse tlgbuself-serving interpretations of
‘intentions’, ‘negotiations’ and ‘prejudice’. Weiggest that this ground be subject to
a proportionality test.
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Submission DP72-86: UPP 6.1(e) should be amendedatlnl a second
sentence: ‘The extent of the refusal must be projpomate to the
significance of the negotiations’.

Ground (g) — ‘by or under law’

ALRC proposed UPP 9 exception)(denying access is required or authorised by
or under law;

This needs to be amended to be consistent witliALRC’s proposal for the similar
exception in UPP 5 (and elsewhere).

Submission DP72-87: UPP 6.1(g) should be amendethgert ‘specifically’
before ‘authorised'.

Ground (i)— ‘enforcement’

ALRC proposed UPP 9 exception (providing access would be likely to
prejudice the:

(i) prevention, detection, investigation, prosémutor punishment of criminal
offences, breaches of a law imposing a penaltyamction or breaches of a
prescribed law; or

(i) enforcement of laws relating to the confisoatof the proceeds of crime; or
(iii) protection of the public revenue; or

(iv) prevention, detection, investigation or remedy of seriously improper
conduct or prescribed conduct; or

(v) preparation for, or conduct of, proceedingddse any court or tribunal, or
implementation of its orders;

by or on behalf of an enforcement body; or

This ‘enforcement’ exception is acceptable providesl made clear that the condition
‘by or on behalf of an enforcement body’ applieslidive sub-grounds; requires the
active involvement of an Australian enforcement yodas defined in the Act), and
cannot be used to withhold information solely ore thasis that there might
subsequently be a referral to an enforcement bdflyception (h) is available for
internal investigations of suspected unlawful attiv

Submission DP72-88: A Note should be added afterRJB.1 to remind
organisations that exception (i) requires the adivinvolvement of an
Australian enforcement body.

Other grounds
Other UPP 9.1 exceptions proposed by the ALRC are:

(b) providing access would have an unreasonable impaon the privacy of
other individuals;

(c) the request for access is frivolous or vexatious;

(d) the information relates to existing or anticipatiegjal proceedings between
the organisation and the individual, and the infation would not be accessible
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by the process of discovery in those proceedings;
(f) providing access would be unlawful

(h) providing access would be likely to prejudice amestigation of possible
unlawful activity;

We support inclusion of these grounds for withhaddiwhich are taken unchanged
from NPP6, and do not appear to have caused aingudtiy.

12.3. Evaluative information

ALRC proposed UPP 9.2

9.2 However, where providing access would revealustive information
generated within the organisation in connectionhwé commercially sensitive
decision-making process, the organisation may thieendividual an explanation
for the commercially sensitive decision rather thdirect access to the
information.

Note: An organisation breaches UPP 9.1 if it relies onRJB.2 to give an
individual an explanation for a commercially seiva@tdecision in circumstances
where UPP 9.2 does not apply

We support the inclusion of a special provision PU®.2) dealing with access to
evaluative information, but it is important to ersuhat this is not used to override
direct access where that is appropriate. One ebampredit scores — is addressed
specifically in relation to Chapter 55 (DP72, Prego55-3) and Proposal 7.5(d)
addresses the issue of other types of informasoiech( as unintelligible algorithms)

which may also require special consideration wigsponding to access requests.

The Note proposed to follow 9.2 does not in ourwald anything — it is tautologous.

Submission DP72-89: The Note after UPP 9.2 should eplaced by one
advising that ‘The mere fact that some explanationay be necessary in
order to understand information such as a score agorithm result should

not be taken as grounds for withholding informatiomnder 9.2.’.

12.4.  Access through Intermediaries

ALRC proposed UPP 9.3

9.3 If the organisation is not required to providhe individual with access to the
information because of one or more of paragraph$\@PL(a) to (j) (inclusive),
the organisation must take reasonable steps tohr@acappropriate compromise,
involving the use of a mutually agreed intermediaprovided that the
compromise would allow for sufficient access totrttemneeds of both parties.

The ALRC proposes that where an organisation is neguired to provide an
individual with access to his or her personal infation because of an exception to
the general provision granting a right of access,drganisation must take reasonable
steps to reach an appropriate compromise, involtneguse of a mutually agreed
intermediary, provided that would allow for sufgcit access to meet the needs of
both parties (DP72, Proposal 26-2).
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We support the basic proposition, but suggest tiatqualification ‘provided that
would allow for sufficient access to meet the neefdsoth parties’ could become an
obstacle to compromise rather than facilitatinglitwill often be the case that neither
party will be satisfied by a compromise but thimdsreason not to provide for it.

Submission DP72-90: UPP 9.3 should be amended fdaee ‘provided that
would allow for sufficient access to meet the need<oth parties’ with ‘to
allow for access to at least some of the informatio

We suggest that the Privacy Commissioner be empmimMer act as an intermediary
either if the parties request it or in the everdttthey are unable to agree on an
alternative.

Submission DP72-91: UPP 9.3 should be amended td ‘d&d the absence of
agreement, the Privacy Commissioner would be theeirmediary.” The
Privacy Commissioner should be empowered to ackmstermediary in the
context of UPP 9.3.

The ALRC further proposes that the OPC should pi®guidance about the meaning
of ‘reasonable steps’ in the context of reachingappropriate compromise. This

guidance would make clear, for instance, that gamsation need not take any steps
where this would undermine a lawful reason for degya request for access in the
first place (DP72, Proposal 26-2).

We support this proposal, subject to our generahments elsewhere on OPC
guidance.

We are also concerned that organisations do nottheseexistence of grounds for
withholding some information as an excuse for degyaccess requests in their
entirety. This has proved to be a constant prohbtemme operation of Freedom of
Information laws — even with government agencieat tare supposedly under
direction to comply with the spirit of opennesst id unrealistic to expect private
sector organisations to be any more generous indbgroach to access rights, and
firm guidance is required (in association with viges enforcement — see our
submission on DP72, Part E)

Submission DP72-92: The Office of the Privacy Conssioner should be
expressly required to issue guidance to the effénatt organisations should
only claim any relevant exceptions (grounds for hhiolding) to the

minimum extent necessary and that they should whenepossible provide
as much of the information held as possible, evédrhis means selective
editing or suppression of material subject to onietloe exceptions.

12.5. Barriers to Access: Fees and Timeframe

ALRC proposed UPP 9.4

9.4 If an organisation charges for providing accespersonal information, those
charges:

(@) must not be excessive; and
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(b) must not apply to lodging a request for access.

The ALRC proposes that UPP 9 should require annsgton to respond within a
reasonable time to a request from an individualaocess to personal information
held by the organisation. The Office of the Privd@gmmissioner should provide
guidance about the meaning of ‘reasonable timé¢his context (DP72, Proposal 26-
3).

UPP 9.4 allows organisations to charge for accasgtovides that any charges must
not be excessive and that they must not applymplgilodging a request. The ALRC
is of the view that it is not desirable to provitdether legislative guidance as to fees
for accessing personal information (DP72, [26.29]).

We support the inclusion of UPP 9.4 but suggest $sbae binding benchmarks be
provided on both response times and fees.

Submission DP72-93: Either Regulations or a bindingode should set
benchmarks for response times and fees in relattoraccess and correction
requests.

12.6. Correction of Personal Information

ALRC proposed UPP 9.5

9.5 If an organisation holds personal informatioboat an individual and the
individual is able to establish that the informatis, with reference to a purpose
of collection permitted by the UPPs, not accuratemplete, up-to-date and
relevant, the organisation must take reasonablpsste:

(@) correct the information so that it is accurate, ¢ete, up-to-date
and relevant; and

(b) [see below]

The ALRC proposes that an individual should have‘dstablish’ that personal
information held by an organisation is incorrectolbe the organisation is obliged to
correct the information (DP72, [26.38] and UPP &)(

We submit that it is too onerous to place the enburden of evidence on the
individual seeking to make a correction. We suggestialified test.

Submission DP72-94: UPP 9.5 should be amended tadrédo establish on
the balance of probabilities ...’

The proposed UPP 9.5 includes the qualificatiorthwieference to a purpose of
collection permitted by the UPPs.” We submit thhis potentially allows an

organisation to decline correction on the grouridg tvhile the information may be
incorrect (i.e. inaccurate, incomplete, out of date/or irrelevant) in relation to the
actual purpose for which the information in questiovas collected, it is not

‘incorrect’ in relation toanotherof their purposes. This is clearly neither faar n

acceptable. We refer to the similar point we haaelenin relation to UPP 8.2.
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Submission DP72-95: UPP 9.5 should be amended amravith reference to
the purpose(s) for which the information was colted.’

The proposed principle offers no guidance about ¥heous ways in which
information can be corrected, and about the tens&ween correction and archiving
(information integrity) principles — sometimes erdieal in other laws.

Submission DP72-96: The Privacy Commissioner should required to
issue guidance to the effect that correction caaké the form of
amendment, deletion or addition, as appropriatethe circumstances. The
guidance should also advise that there are manyaitons where there is a
legal requirement to keep an historical record ottaal transactions, but
that this should not prevent the correction of ‘omgional’ records, leaving
the original incorrect information only in an archve.

Notifications of previous errors

ALRC proposed UPP 9 also provides as follows:

9.5 If an organisation holds personal informatioboat an individual and the
individual is able to establish that the informatis, with reference to a purpose
of collection permitted by the UPPs, not accuratemplete, up-to-date and
relevant, the organisation must take reasonablpsste:

(@) [see above]

(b) notify any other entities to whom the persomdbrmation has

already been disclosed prior to correction, if regted to do so by the
individual and provided such notification would kmacticable in the

circumstances.

The ALRC proposes that that where, in accordancéh whis principle, an
organisation has corrected personal informatidmoitds about an individual, and the
individual requests that the organisation notifyy asther entities to whom the
personal information has already been discloseat poi correction, the organisation
must take reasonable steps to do so, provided moitfication would be practicable
in the circumstances (DP72, Proposal 26-4 and UB(®)9J.

We support Proposal 26-4 for the inclusion of UPK19.

However, we can also see circumstances in whishauld apply other than where
the individual requests it — e.g. where the orgdima becomes aware of errors in
other ways. We accept that there will be someuanstances in which notification of
previous recipients would be either impracticabte/ar against the interests of the
individual, so we do not suggest notification be tlefault. However, we can also
envisage circumstances in which an organisation lmeapme aware of errors without
the individual concerned knowing about them, andenghnotification of specific

previous recipients could be very much in the irdlial’s interests. The best solution
is probably not to have any requirement to notifgvious recipients, but rather a
requirement to notify the data subject, who camtbkoose whether they wish to
exercise their right (under Proposal 26-4 abovd)aee previous recipients notified.
This is consistent with the ALRC’s approach in Rregd 26-4. The only difficult

guestion is to define the type of ‘correction’ gp@rson’s record which should trigger
the necessity for notification. Minor correctionsch as the spelling of a person’s
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name or a detail of their address should not doTke. trigger should be more like
‘correction of personal information under circunm&t@s where there is a reasonable
likelihood that the previous information has hadagiverse effect on the interests of
the person’.

Such an obligation to notify the individual could mcated in UPP 9, or in the data
quality principle (UPP 7), or even integrated withe proposed data breach
notification right..

Submission DP72-97: Where an agency or organisatioakes a correction

to personal information about a person which hasegwously been used or
disclosed under circumstances which is reasonabkely to have had an

adverse effect on the person, they should inforne ferson of the correction
and of any such previous disclosures of the infortiwa. Such an obligation

could be located in UPP 7, UPP 9 or integrated witie proposed new data
breach notification obligation wherever that is lated.

Statements re disputed content

ALRC proposed UPP 9.6

9.6 If the individual and the organisation disageggout whether the information
is, with reference to a purpose of collection petendi by the UPPs, not accurate,
complete, up-to-date and relevant, and the indigidasks the organisation to
associate with the information a statement claimihgt the information is not

accurate, complete, up-to-date or relevant, theaargation must take reasonable
steps to do so.

The ALRC prefers the word ‘associate’ (in NPP 6)tbach’ (in IPP 7) where there
is a disagreement about accuracy and the indivakskd the organisation to ‘associate
with the information a statement...’(DP72, [26.37Hd5PP 9.6).

We support the wording of UPP 9.6, subject to tiewing reservation and
suggested addition.

In our earlier submission, we drew attention toiiseile of ensuring that any ‘notes’
made in response to disputed information are stioredch a way that they are visible
to subsequent users, whether internal or in regipiafter a disclosure (CLPC IP31
Submission 4-25.3).

We are aware of practical difficulties in doingsim the context of automated credit
reference systems (see our submission on DP7Z=R &thapter 54). However, we
submit that there should be a general obligatiaiiteffect — otherwise the value of
a right to have notes added about disputed infoomatould have to be seriously
guestioned.

Submission DP72-98: UPP 9.6 should specify that titdigation in relation

to disputed information has to be performed in aywahich ensures that any
annotation is made available to any subsequent us#dr the disputed
information.
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12.7. Reasons for denial

ALRC proposed UPP 9.7

9.7 An organisation must provide reasons for deoifabccess or a refusal to
correct personal information.

We support the ALRC proposal for a requirementit@ geasons for denial of access
or refusal to correct (UPP 9.7). However, thegdiion needs to be more specific in
requiring an organisation to specifghich of the exceptions it has relied on to deny
access or correction. It should also be made ateguidance that denial of access
can only be based on the grounds specified atirtiee-t it should not be open to an
organisation to later rely on alternative grounds.

Submission DP72-99: UPP 9.7 should be amended tal a second
sentence: ‘The reasons should specify which of t&eceptions in UPP 9
apply.” The OPC should issue guidance on the apation of this sub-
principle.

12.8.  Notification of Access Rights

The ALRC believes that specific notification of ass rights is not required in the
UPP 9 as it is already covered by the proposedciBpéotification’ and ‘Openness’
principles (UPPs 3 & 4) (DP72, [26.60])

We support this position.
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13. Identifiers (UPP 10)

13.1. Introduction

The ALRC is proposing to extend the principle gowmeg use of identifiers developed
by other organisations, by expanding the scopehaitwounts as an identifier. It also
proposes to apply the principle to Federal Govemtragencies whereas previously it
only applied to the private sector.

ALRC proposed UPP 10 - Identifiers

10.1 An organisation must not adopt as its own fifien of an individual an
identifier of the individual that has been assighgd

(@) an agency;

(b) an agent of an agency acting in its capacity gerd;

(c) a contracted service provider for a Commonweabhtact acting in its
capacity as contracted service provider for thatttact; or

(d) an Australian state or territory agency.

10.2 An agency must not adopt as its own identiffean individual an identifier
of the individual that has been assigned by:

(@) another agency;

(b) an agent of another agency acting in its capaastyagent;

(c) a contracted service provider for a Commonweabhtact acting in its
capacity as contracted service provider for thatttact; or

(d) an Australian state or territory agency.

10.3 The requirements in NPPs 10.1 and 10.2 dapply to the adoption by a
prescribed agency or organisation of a prescribetkniifier in prescribed
circumstances.

Note: There are prerequisites that must be satisfied reefitnose matters are prescribed: see
subsection 100(2), as proposed to be amended.

10.4 Where an identifier has been ‘assigned’ withie meaning of UPP 10.1 or
10.2, an agency or organisation must not use aldée the identifier unless:

(@) the use or disclosure is necessary for the agengyganisation to fulfil its
obligations to the agency that assigned the idenif
(b) one or more of UPP 5.1(c) to (f) apply to the aséisclosure;

(c) the identifier is genetic information and the umedisclosure would be
permitted by the proposed Privacy (Health InformajiRegulations; or

(d) the use or disclosure is by a prescribed agencyomanisation of a
prescribed identifier in prescribed circumstances.

10.5 The term ‘identifier’, for the purposes of RO, includes a number,

symbol or any other particular that:

(@) uniquely identifies an individual for the purposé an agency's or
organisation’s operations; or

(b) is determined to be an identifier by the OffiE¢he Privacy Commissioner.
However, an individual's name or ABN, as definedtlie A New Tax
System (Australian Business Number) Act 198%ot an ‘identifier’.

Note: A determination referred to in the ‘Identifiers’ ipciple is a legislative instrument for the
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purposes of section 5 of thegislative Instruments Act 20q&th).
13.2.  Scope of regulation of identifiers

We support the ALRC’s proposal that the UPPs shaoolatain a separate principle
that regulates identifiers (DP72, [27.17]), andt thahould be equally applicable to
agencies (essentially, the federal public sectod) @ganisations (DP72, [27.23]) but
with appropriate exceptions (DP72, [27.28]). Asesult, s100(2) and (3) of the
Privacy Actshould also be amended to apply to agencies.

We support Proposal 27-1 for a separate ‘ldensifi@rinciple to apply both to
agencies and to organisations.

Definition of ‘identifier’

We agree with the ALRC’s view that including the nd® ‘a symbol or any other
particular’ in the definition of ‘identifier’ wouldbe a useful way to ensure that
biometric and other non-numerical identifiers areated as identifiers (DP72,
[27.44]) and we therefore support Proposal 27-2.

We agree that, where a number, symbol or any gbaetiicular does not of itself
uniquely identify an individual, the OPC should be empowered make a
determination that the number, symbol or particudastill an ‘identifier’ for the
purposes of the ‘Identifiers’ principle in the poged UPPs (DP72, [27.44] and
Proposal 27-2), and that such a determination ghbela legislative instrument and
so disallowable (DP72, [27.45] and Proposal 27-3).

We support Proposals 27-2 and 27-3.

The ALRC does not seem to make a distinction betw&dentification" and
"authentication"/"verification". The term "idengdi" appears primarily if not solely to
apply to schemes involving identification (i.e.stihiguishing a person from a group)
rather than authentication (i.e., showing that smmeeis who they claim to be).
However, some biometrics are presently appliedpfoposes of authentication rather
than identification. Thus, it cannot be assumed tira term "identifier" as apparently
defined here will capture all biometrics schemes.

Submission DP72-100: The definition of ‘identifiershould also encompass
when identifiers are used for authentication (veaghtion) and not only
when used for identification.

Exception by requlation

We do not agree with the special powers to makemians by regulation in UPP
10.3 (which erroneously refers to ‘NPP’s) and 18)4The appropriate way for such
exceptions to be made is by public interest detstiuns, where proposals for
exceptions will undergo appropriate scrutiny angarpunities for public input which

are not provided by a regulation-making power.

Submission DP72-101: UPP 10.3 and UPP 10.4(d) skiobke deleted, and
any exceptions left to the public interest determaiion process.
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13.3.  Content of the identifiers principle

We support the ALRC’s suggestions that:

e Data-matching is not inherently linked to the udeidentifiers, so data-
matching should be subject to regulation in additio this principle (DP72,
[27.50]).

e The arrangement for collection and disposal of tifiers are adequate and
covered by other proposed UPPs such as collectidrdata security, as well
as other sections of th&ivacy Act(DP72, [27.53]).

e An exception that would allow individuals to consémthe use and disclosure
of identifiers should not form part of the prin@plas it would be inconsistent
with its function (DP72, [27.64]).

We also support the ALRC’s proposal that

e UPP 10 should regulate the use by agencies andisagians of identifiers
that are assigned by state and territory agenDiB32, Proposal 27-4).

Submission DP72-102: We support the application@®P 10 to identifiers
that are assigned by state and territory agencies

13.4.  Unigue multi-purpose identifiers

Multi-purpose identifiers pose particular dangeyptivacy and need more rigorous
control than single-purpose identifiers. We presigisubmitted that

The privacy principles in th&rivacy Act and methods for adjudication concerning
breaches of them, should apply to any unique npultpose identifiers adopted in

Australia. Any variations from the application ofyaof the principles should be defined
by specific legislative provisions stating excepti@r variations, and not left to inference
from the existence of a different set of principl8sich an approach will (i) ensure that
variations are obvious; (ii) facilitate a consistbody of law emerging on both the core
principles and the exceptions. [see CLPC IP31 $sgiom 12-3]

We support the ALRC’s suggestion that any exceptimnUPP10 should be clearly
set out in legislation establishing multi-purpodentifier schemes (DP72, [27.110]) —
this should be made a firm proposal/recommendation.

The ALRC proposes that, before the introductionalggncies of any unique multi-
purpose identifier, the Australian Government, mnsultation with the Privacy

Commissioner, should consider the need for a pyiviagact assessment (DP72,
Proposal 27-5). This allows for far too little pichinput or disclosure, and is liable to
be both skewed by the terms of reference or chofia@nsultant to ensure that key
guestions are not asked, or hidden if the resuéisnat to the government’s liking, as
recent examples have demonstrated (see our submiesi PIAs generally in our

response to Part F of DP72).

Submission DP72-103: The Act should require thagfobre the introduction
by agencies of any unique multi-purpose identifiean independent and
public privacy impact assessment should be comroissil, the terms of
reference of which should be a determination by tRevacy Commissioner,

66



CLPC Submission — DP72, Pt D December 2007

such a determination being a legislative instrumenAny exceptions to
UPP10 should be clearly set out in legislation.

We agree with the ALRC'’s view that the number om ‘dtcess card’ proposed by the
previous government would have been likely to fadkhin the definition of
‘identifier’ (DP72, [27.109]). So too would the uerdlying registration number, which
would have been even more of a risk to privacy thancard number.

Reqgulation of Tax File Numbers (TENS)

Consistent with its overall approach to identifie/d.RC proposes that OPC, in
consultation with the Australian Taxation Officedaother relevant stakeholders,
should review th&ax File Number Guidelineissued under s 17 of thrivacy Act
(DP72, Proposal 27-6We previously submitted that the TFN should be tdedth
consistently with other multi-purpose identifieGLPC IP31, Submission 12-1), and
therefore support this proposal. We note that disegvthe ALRC recommends that
binding guidelines be renamed ‘rules’ (DP72, Prapdd-2).

Submission DP72-104: OPC should be required by #Awt to review within

one year the Tax file number (TFN) Guidelines (Rgleso as to make them
consistent with UPP 10.
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14. Transborder Data Flows (UPP 11)

14.1. Introduction

The ALRC proposes that the ‘data export’ provisioms strengthened so that
organisations (and Commonwealth government agenesld have to remain liable
for the handling of personal information sent oeess if they wished to take
advantage of many of the grounds justifying datzoets.

The ALRC also proposes that the Australian govemirsbould publish a ‘white list’

of countries with laws providing similar protectido Australian laws. This would
make it easier to assess whether a data expodsomably believed that another
country had similar laws to Australia. This is @opath down which governments or
Privacy Commissioners in other countries have lesgyer to tread, as the stakes are
very high in terms of the potential effect on traahel inter-governmental relations.

14.2.  Scope of the prohibition on overseas transfers

ALRC proposed UPP 11 - Transborder data flows

An agency or organisation in Australia or an exw@rTerritory may transfer
personal information about an individual to a rdeipt (other than the agency,
organisation or the individual) who is outside Aafia only if:

The use of ‘only if’ effectively creates four ex¢ems? to transfers outside Australia.
[Exceptions (a) — (d) below follow]

We support the ALRC proposals that UPP 11 shoufglyap both agencies and
organisations (DP72, Proposal 28-2, and the comsegl Proposal 28-1). We also
support the suggestions that it should refer tarduesfer of personal information to a
‘recipient’ rather than ‘someone’ (DP72, [28.44nd that it should refer to transfers
‘outside Australia’ rather than to a ‘foreign coyn{DP72, [28.44]).

Online information

The ALRC asks:

Question 28-1(a): Should the Privacy Act providat ttor the purposes of the
proposed ‘Transborder Data Flows’ principle, a ‘txafer’ (a) includes where
personal information is stored in Australia in suaglway that allows it to be
accessed or viewed outside Australia; and

Unless ‘making available’ personal information teetseas users is considered to be a
transfer, all data export provisions can be avaidedioes not matter whether the
material is accessible by everyone, or only by ¢hegh a password, or whether the
data is encrypted. The exclusion of ‘publicly agble information’ from the meaning
of ‘personal information’ will mean that informatiglaced on the Internet which can
legitimately be disclosed can also legitimatelytria@sferred overseas.

8 The construction of UPP 11 has four ‘conditiorss’ fransfer (i.e. ‘only if’), but we consider it me
helpful to discuss them as ‘exceptions’ to the @gle of a prohibition on transfer (i.e. ‘not urd8s
— this is more consistent with the constructiootbler UPPs — in particular UPP 5
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While it is clear that the general principle is remt that ‘disclosure via Internet’
should be a transfer, there may be some situatidmsre disclosure of personal
information for non-business and non-governmenp@ses would be allowed, as a
disclosure (i.e. within Australia) and does not @oy harm as a transfer (i.e. via
Internet and therefore outside Australia). Howe&P 11 does not yet adequately
provide for this because it is oriented toward bess and government transfers. The
ALRC should consider this and look at how the gitiahas been dealt with in
Sweden where this issue first arose in the EW i too difficult to anticipate what
exceptions may arise, but there is desire to apaittive results in trivial situations,
an exception-making power may be justified, limitedthe non-business and non-
government context.

Submission DP72-105: ‘Transfer’ should include wher personal
information is stored in Australia in such a way #t allows it to be accessed
or viewed outside Australia. However, the ALRC slebgonsider whether as
a result any additional exception allowing some tisfers in non-business
and non-government settings should be made.

‘Temporary’ transfers

Question 28-1(b): Should the Privacy Act providat ttor the purposes of the
proposed ‘Transborder Data Flows’ principle, a ‘trafer’ (b) excludes the
temporary transfer of personal information, such wken information is
emailed from one person located in Australia totAro person also located
in Australia, but, because of internet routing, #ail travels (without being
viewed) outside Australia on the way to its reaipi@ Australia?

We consider that a ‘transfer’ should occur if andyaf there is a recipient outside

Australia who uses or stores the information forppses other than merely

communicating it to its final recipient. Communioat of data by routes such that it is
intercepted by parties outside Australia shouldsttute a transfer, and thus be able
to be prevented because it is a breach of UPPrilégs of course, the transfer to that
recipient is covered by one of the exceptions @3)-(Allowable transfers should only

be as temporary as the necessities of the comntiamclow, and should not include

situations where storage overseas is requiredwyolais otherwise practised for any

other reason. If transfers involving retention pds are involved, this should be a
transfer covered by UPP 11 and requiring justiimratunder one of the other

exemptions.

Submission DP72-106: A ‘transfer’ should only occiufrthere is a recipient
outside Australia who uses or stores the informatitor purposes other than
communicating it to its final recipient. Communicains may involve
temporary storage, but if the information is subjeto set retention periods
whether required by law or otherwise, there will beransfer.

Transfers to other domestic jurisdictions

We note that the ALRC appears to have acceptedoutitiguestion that the
transborder principle should, as NPP 9 does nowy, apply to transfers to foreign
countries/outside Australia (DP72, [28.42-28.44]).
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We believe that a case could easily be made fotyemgpthe Principle also to
transfers to other jurisdictions within Australialhere are currently several States
which do not have privacy laws applying to theibjieisector, and even those which
do should arguably be subject to an assessmerd addther their principles are
‘substantially similar’ (to use the words of propdsexception (a)). Why should an
organisation or agency not have to satisfy ond@fetxceptions in UPP 11 in order to
be able to transfer personal information to a Sgaeernment agency? The ALRC
notes (but without comment on the implications)ttttee WA, Victorian and NT
privacy laws all contain a transborder data tranpfenciple that applies to transfers
outside their own jurisdictigni.e. including to other Australian States andriteres
(DP72, [28.33)).

This issue is likely to be relevant to any consadien by other jurisdictions as to the
adequacy of Australian privacy laws — this is dssad further below.

14.3.  The four exceptions allowing overseas transfers

We suggest that the ALRC explains more clearlytinfinal report how UPP 11
relates to and interacts with UPP 5. Every overseassfer must also be either a use
(if internal to an organisation or agency) or acftisure (if to a third party) and the
organisation or agency must therefore also satisfi? 5. The UPP 11 exceptions are
an additional hurdle that must be crossed where\emseas transfer is involved.
Given this relationship, why does UPP 11 need wic&e some of the UPP 5
exceptions? We highlight this issue where it @risethe context of the individual
UPP 11 exceptions.

ALRC proposed UPP 11- Exception (a) ‘reasonableigland ‘whitelist’

This exception to UPP 11 allows transfers where:

(@) the agency or organisation reasonably believes that recipient of the
information is subject to a law, binding schemecontract which effectively
upholds principles for fair handling of the infortran that are substantially
similar to the UPPs; or

The ALRC does not propose the amendment of thesomreable belief test currently
found in NPP 9(a).

Instead, the ALRC proposes that the Australian @uwent should develop and
publish a ‘whitlelist’ (‘a list of laws and bindingchemes that effectively uphold
principles for fair handling of personal informatithat are substantially similar to the
proposed UPPs’) (DP72, [28.49])).

We support the ALRC’s proposal that there should abéwhitelist’ of such
‘substantially similar’ protections published (CLRE 31, Submission 13-3; DP72,
Proposal 28-8). There is little point in pretenditigit such a whitelist would not
automatically qualify as a basis for ‘reasonablieebeso the ‘whitelist’ may as well
be by regulation stated to have that effect. Howefge reasons discussed below in
relation to APEC and similar matters, there is @erable danger of abuse if such a
power is put into the hands of a government withchecks against its misuse. We
therefore propose two such checks: (i) any reguiashould only be able to be made
after the receipt of published advice by the Pyv&ommissioner; and (i) the
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whitelist should be made by legislative instrumesat,as to open it to Parliamentary
scrutiny and disallowance.

Submission DP72-107: Any ‘whitelist’ in relation tdJPP 11(a) should be by
a regulation or other legislative instrument madey the government, and
made after receipt of published advice from the\Rrty Commissioner.

The proposed exception requires the overseas ‘seheneffectivelyuphold privacy
protections...” (emphasis added). The ALRC argues ithahese circumstances an
individual can seek redress overseas. We sudggsthis is unrealistic in that private
individuals cannot be expected to have the necgskdls, knowledge and resources
to seek redress successfully on their own. In @w \t is essential that for a foreign
scheme to be judged as eligible for the whitellstre must be an agreement in place
between the Privacy Commissioner and appropriatgulagors in the other
jurisdiction, to facilitate complaint investigatiaand cross-border enforcement. The
Privacy Commissioner already has such an agreematfit the NZ Privacy
Commissioner, and similar arrangements are onbeoptiorities for implementation
of the APEC Privacy Framework.

Submission DP72-108: In order to qualify for the hitelist’ for the
purposes of UPP 11(a), a foreign jurisdiction mustave in place an
agreement on cross border enforcement with the Aalsan Privacy
Commissioner.

In the ALRC'’s view, agencies and organisations &haoot remain accountable when
they reasonably believe that the recipient of th®rmation is subject to a law,
binding scheme or contract which effectively uplsofarivacy protections that are
substantially similar to the proposed UPPs (DPZ8,70]).

In our view, in the absence of any such clear esgpo@ of public policy in the form
of a ‘whitelist’ legislative instrument, there i nustification for privileging mere
subjective belief of the data exporter by releashegm from all breaches of the UPPs
which are subsequently committed by the overseapieat or others. Why should
the person whose privacy has been infringed beefbtc take legal proceedings in a
foreign jurisdiction? Instead, as we have argueevipusly, the exporter should
remain liable, as in exception (d)(CLPC IP 31, Sisisan 13-1).

Submission DP72-109: Except where a transfer isatgurisdiction included
in a ‘whitelist’ legislative instrument, the agencgr organisation should
continue to be liable for any breaches of the UPs in exception (d)).

ALRC proposed UPP 11- Exception (b) ‘consent’

This exception to UPP 11 allows transfers where:

() the individual consents to the transfer; or

We previously criticised NPP 9 on the basis thatseat for transfer does not have to
be ‘unambiguous’ (to use the EU’s term).

For most purposes in the Act ‘consent’ is definedrclude implied consent. For
example, UPP 5 can be satisfied if the individealhterned) has consented to the use
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or disclosure (exception (b)). With the proposedegtion (b) to UPP 11, implied
consent could satisfy both UPP 5 and UPP 11 addhee time. We believe that in the
context of overseas transfers, with its major pidéror loss of privacy protection,
organisations and agencies should not be abldytomemplied consent.

Submission DP72-110: UPP condition (b) should reithat the individual
‘expressly’ consents to the transfer.

Another major flaw in the proposed consent excepisothat the ALRC anticipates
that it would relieve the agency or organisatioandr any liability for how the
information is handled overseas. This approach ¢etely overlooks the fact that
individuals will typically have absolutely no capgcto sensibly assess the risks
associated with transborder data flows.

In our view, the consent exception should be caohti upon the person having been
given notice of (i)which country or countries the data will go to and tii¢ fact that
the transferor will no longer be liable for any dches since the ALRC proposes that
this exception should be an alternative to excep{m) (DP72, [28.69]). Without
these two pieces of information, consent is ndbfimed'.

Given that under our preferred exception, expressent will be required, there can
be no argument about notice of these matters heipgacticable. We argue below
(and in relation to UPP 3) that there should bereal requirement as part of UPP 3
for notification of specific countries, and this wd satisfy the first additional
condition for exception (b). However, specific metthat the transferor will no longer
be liable for any breaches only makes sense irsplegific context of reliance on
exception (c) and should therefore form part of URP

Even where the consent exception applies, we leelibg transferor should remain
subject to the general obligation — currently oimyexception (d)(v) — to take
reasonable steps to ensure compliance with the GPBmilar standards — we return
to this in our submission on exception (d) below.

Submission DP72-111: UPP 3 should provide for thaividual concerned
to be given notice of the specific country or coties to which the data may
be transferred. The consent exception (b) in UPP diiould be conditional
on (i) compliance with this aspect of UPP 3, and (motice when obtaining
express consent of the fact that the transferor lwib longer be liable for
any breaches. The consent exception should alsocbeditional upon the
obligation in UPP 11 (d)(v).

ALRC proposed UPP 11- Exception (c)

This exception to UPP 11 allows transfers where:

(c) the transfer is necessary for one or more offttlewing by or on behalf of
an enforcement body

() the prevention, detection, investigation, prosesuti or
punishment of criminal offences, breaches of aitaposing a
penalty or sanction or breaches of a prescribed law

(i) the enforcement of laws relating to the confisgatmf the
proceeds of crime;
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(iii) the protection of the public revenue;

(iv) the prevention, detection, investigation or renmegly of
seriously improper conduct or prescribed conduct;

(v) the preparation for, or conduct of, proceedingsobe any
court or tribunal, or implementation of the ordesba court or
tribunal;

(vi) extradition and mutual assistance; or

We are reluctant to support this law enforcemenepton.

The wording of this exception is similar to excepti(f) in UPP 5, but with two
differences. Firstly, it is more objective in régug the transfer to be ‘necessary’
rather than simply a reasonable belief of necesSiggondly, it adds ‘extradition and
mutual assistance’.

We note that the definition of ‘enforcement bodythe Act means that this exception
requires the involvement of one of thastralianagencies covered by that definition.
An overseas enforcement agency could not ask atralias organisation or agency
to disclose personal information under this exceptwithout going through an
Australian enforcement body.

We also note that the ALRC sees this exception aaning that no ‘required or
authorised by or under law’ exception (with or withh the addition of ‘specifically’
as discussed elsewhere) is necessary. This issteniswith the current NPP 9 which
contains no ‘required or authorised by or under Exeeption.

However, the ‘downside’ of a general ‘assistancenfmrcement agencies’ exception
is that it potentially allows for transfer to a widange of bodies in jurisdictions not
only lacking in privacy protection rules, but altacking in basic standards of
legitimacy, human rights or natural justice. Itynige that some protection would be
afforded by other obligations of Australian enfarent bodies that would have to be
involved in any transfer under this exception. Wéhout assurances to this effect, we
are reluctant to support this proposed exceptidi. the very least, agencies and
organisations transferring under this exceptiorughbe required to seek assurances
about privacy protection — i.e. exception (d)(Wuskl apply.

It is not clear why it this exception is more pessive is some key respects than the
equivalent exception in UPP 5, or how it would rat# in practice with that
exception. In our view any foreign transfer for awekement purposes requires
additional, not fewer safeguards.

Submission DP72-112: Any ‘enforcement’ exception t@PP11 must be
more tightly worded and conditional.

ALRC proposed UPP 11- Exception (d) where the triamer continues to be liable

This exception to UPP 11 allows transfers where:

(d) the agency of [sic - assume ‘or'] organisatiomtiaues to be liable for any
breaches of the UPPs, and

(@ the individual would reasonably expect the transtemd the
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transfer is necessary for the performance of a reahtbetween
the individual and the agency or organisation;

(i) the individual would reasonably expect the transimd the
transfer is necessary for the implementation ofgqoetractual
measures taken in response to the individual'sestju

(iii) the transfer is necessary for the conclusion afggeance of a
contract concluded in the interest of the individbatween the
agency or organisation and a third party;

(iv) all of the following apply: the transfer is fdre benefit of the
individual, it is impracticable to obtain the comseof the
individual to that transfer; and if it were prac#ble to obtain
such consent, the individual would be likely teegty or

(v) before the transfer has taken place, the agenoyganisation
has taken reasonable steps to ensure that thennadon will
not be dealt with by the recipient of the inforroati
inconsistently with the UPPs.

Note: Agencies and organisations are also subject tort#iiirements of the ‘Use and
Disclosure’ principle when transferring personalfanmation about an individual to a
recipient who is outside

We previously proposed that ‘data exporters shoaldain liable for breaches of
standards by data importers under most circumssagCePC IP 31, Submission 13-
1). The ALRC has adopted this approach in relat@oaxception (d), which includes
the majority of the previous exceptions to NPP BisTis a very significant change,
which we support. The retention of liability by th&porter makes the breadth of the
exceptions allowing export less important (thouglh significant). Conditions (d)(i)-
(iv) are in any event not so contentious, beingilamto those in Art 26(1) of the EU
Data Protection Directive.

We previously criticised NPP 9 exception (e) [nowRJ (d)(i)] on the basis that
organisations are allowed to make an assumptiomntathe likelihood of consent
where it is impracticable to obtain it. The ALR@poses that UPP 11 (d)(i) and (ii)
require that the transfer of personal informatiorerseas should be within the
reasonable expectations of the individual. We supthis change. In the ALRC'’s
view, organisations and agencies wishing to relyhim exception should be required
to specify in a contract or in pre-contractual agements that the fulfilment of the
contract may require the overseas transfer of dividual's personal information.
(DP72, [28.53]). The ‘reasonable expectation’ psan will make it more likely that
organisations and agencies will make the likelihobadverseas transfers subject to
explicit notice. (Note that we have also submittieat this be an express condition of
exception (b)).

The ALRC does not propose the removal of the requemts in NPP 9(d) and (e) —
now proposed as (d) (iii)) & (iv) of UPP 11 — that@ntract is in the ‘interest of the
individual’ or that the transfer is for the ‘benedf the individual’ (DP72, [28.56]).
The ALRC acknowledges, however, that these requrgsn involve subjective
assessments. To assist agencies and organisationaking these assessments, the
ALRC suggests that the OPC develop and publishaguiel on the proposed UPP 11,
addressing when a transfer of personal informatidar the benefit or in the interests
of the individual concerned (DP72, [28.56]). In tAERC’s view, where the reason
for a transfer is organisational efficiency aloties transfer should only take place if
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one of the other conditions in the proposed ‘Trandér Data Flows’ principle is
satisfied (DP72, [28.57]). We support these suggest subject to our general
comments about OPC guidance (see our submissi@iP@a Part F).

The ALRC suggests that NPP 9(f) — now the propa#ed 11 (d)(v) — be amended to
require thatbefore a transfer takes place, an agency or organisatiast rrake
reasonable steps to ensure that the informatidmailbe handled by the recipient of
the information inconsistently with the proposed R$P(DP72, [28.61]). As we
pointed out in our criticisms of NPP 9, that prplei probably does not even require
that the individual should have some recourse aganyone in the event that the
‘reasonable steps’ turn out to be inadequate, &gl is much weaker than the
Directive. The UPP 11 proposals remedy this, andwpport them.

The ALRC proposes that guidance on the proposed 11P$hould include advice on
what constitutes ‘reasonable steps’ which only appan UPP 11(d)(v) (DP72,
[28.61]), and we support this.

However, we cannot see why the UPP 11(d)(v) remqmere (previously NPP 9(f)) —
to take reasonable steps to ensure that informatitinnot be dealt with by the
recipient inconsistently with the UPPs) should lkeersas aralternative basis for
transfer, even where the transferor remains lifdnlebreaches. In our view, (d)(v)
should be a condition applying to all transferstloa basis of (d)(i)-(iv), as well as to
transfers on the basis of consent (exception @, by or on behalf of enforcement
bodies (exception (c) — subject to our commenty@pe as already suggested above.

The ‘reasonable steps’ required to satisfy (dyiwinany cases would not be onerous —
but we can see no reason why transferors shoujdas@ minimum, seek assurances
from the recipient that they will observe the URP&n equivalent.

Submission DP72-113: In UPP 11, condition (d)(v) aidd apply to all

transfers on the basis of (d)(i)-(iv), as well as transfers on the basis of
consent (exception (b)), and by or on behalf of erdement bodies
(exception (c)).

14.4.  Requirement of notice of data exports

In the ALRC’s view, requiring notification or wréh consent each time an agency or
organisation transfers an individual's personadinfation overseas would result in an
unjustified compliance burden (DP72, [28.118]). TAeERC noted that the specific
notification principle would extend to an individughis or her personal information
might be transferred outside Australia (DP72, [28]) Also, the Privacy Policy of
an agency or organisation, referred to in the pgeddOpenness’ principle, should set
out whether personal information may be transfercedside Australia (DP72,
Proposal 28-10). We support this but go further.

As mentioned in our previous submission, a requardno notify would be one of the
most effective protections against inappropriatangfers. It should extend to
notification of which jurisdiction data is to be transferred, and thentdy of the
recipient in that jurisdiction. It will assist indduals to exercise informed choice
and/or bring pressure to bear for improvementsegislative protection, at least in
Australian jurisdictions without adequate laws.
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We have already argued above for this specificfination to be made a condition of
the consent exception in UPP 11(b), and repeasuggestion that it also be made a
more generic requirement of UPP 3.

Submission DP72-114: There should be a requiremeninform individuals

that their personal information is to be transferdeto any jurisdiction

without equivalent privacy protection (including swe State jurisdictions
within Australia). If the organisation has an intetion to transfer at the time
of collection, it should give notice at that poinif. it later decides to export
the data, it should give notice at that time.

Submission DP72-115: There should also be a reqomient to inform
individuals of the jurisdiction(s) to which their grsonal information is to be
transferred, and the identity of the recipient(s) the(se) jurisdiction(s).

14.5. International privacy protection

Comparison with international standards — Europe

The ALRC makes a number of proposals in DP 72 whicénacted, may assist an
‘adequacy’ finding under the EU privacy Directiviecluding the removal of the
small business exemption and the employee recows\@ion; clarification of the
‘required or authorised by or under law’ exceptiang (to some extent) strengthening
of UPP 11, including the development of a ‘whitelisy relation to it (DP72,
[28.150]). The proposed changes in UPP 11 (from RPRould also make it more
likely that a finding of ‘adequacy’ would be made.

Minimal relevance, and dangers, of the APEC PrivaEyamework

The ALRC is of the view that the involvement of Awadia in the implementation of
the APEC Privacy Framework will not require the émg of any privacy protections
under thePrivacy Act

For reasons set out in our previous submissionswestantially agree (CLPC 1P31
Submission, p. 86). However, as already noted, @as¢e lreservations about the
ALRC'’s suggestion that the Australian Governmerdudth decide which countries’
‘laws and binding schemes’ should be on the ‘wisitefor the purpose of UPP 11
(DP72, [28.49]). Such a listing will in effect exptnall transfers to a whitelisted
country from UPP 11. The possibility that this wefigting could be abused to
unjustifiably include some countries involved iretAPEC Privacy Framework —
particularly certain allies of Australia and itgdast trading partners — is real and
substantial and should not be ignored by the ALR@& EU’s contentious acceptance
of the ‘adequacy’ of the US ‘Safe Harbor’ systeraspite the serious reservations of
its own privacy regulators, is notorious evidentsuch abuse.

It is primarily the danger of ‘APEC abuse’ that qmets us to propose that any
whitelisting, while still valuable in relation tde effectiveness of UPP 11, must be
both by regulations and with the published agree¢rméthe Privacy Commissioner.

The ALRC considers that the APEC Privacy Framewwody provide new ways of
encouraging compliance with local and internatiopaivacy standards (DP72,
[28.178]). We agree that it could, even though pesg in this respect has, to date,
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been minimal — the programme of ‘Pathfinder prgjeagreed at the APEC summit in
September 2007 is intended to further this objectiv

Proposed accession to the Council of Europe ConiamntL08

Another international standard which should be gigerious consideration as an
appropriate model for the protection of persondbrimation transferred between
countries is the Council of Europe’s privacy Cortieam(Council of Europe 1981). In
their 2005 Montreux Declaration the world’s privacy and data protection
Commissioners appealed ‘to the Council of Eurapenvite, in accordance with
article 23 of the Convention ... non-member-statédshe Council of Europe which
already have a [sic] data protection legislatioratcede to this Convention and its
additional Protocol.” It is worth noting that théJE- or, more accurately, European
Communities (EC) — has long signaled a wish to @&eceo the Convention.
Amendments to the Convention were adopted in 1829 der to permit accession by
the EC but are not yet in forée.

Since 2001, a similar approach has seen the CouwiciEurope Cybercrime
Convention become an international instrument of widespreddpaon outside
Europe. It is a way of sidestepping the cumbersproeess of developing a new UN
convention on privacy, by starting with an instrumnalready adopted by the region
with the most concentrated distribution of privaleyvs. This approach deserves
serious consideration by Australia, New ZealangadaSouth Korea and other Asia-
Pacific countries with privacy legislation approxiting OECD and Council of
Europe standards, as it could provide a reasor@ss (a common reasonably high
privacy standard) for a guarantee of free flow efsonal information between parties
to the treaty, both as between Asia-Pacific coaastand as between those countries
and European countries. As other countries outSil®epe or the Asia-Pacific adopt
serious privacy legislation, as South Africa sooaymjoint membership of this
Convention would also guarantee data transfers dmiwthese countries and
Australia. Such invitation and accession would di&olikely to carry with it the
benefits of a finding of ‘adequacy’ under the EUrdgtive, given that the 2001
Additional Protocol (Council of Europe 2001) to t@®nvention has added a data
export restriction and a requirement of an independiata protection authority to
bring it more into line with the EU privacy Diregé.

Given that the APEC Privacy Framework has not gitechto provide such a general
legislation-based mechanism for free flow of peedanformation within the Asia-
Pacific, perhaps globalizing this European instmime now the realistic way open to
do so. It would also be a much quicker solutiomthaiting for some new global
enforceable treaty to emerge from the UN or elseahe

Submission DP72-116: The ALRC should recommend ke tAustralian
Government that it seek to accede to the Council Edirope’s privacy
Convention No 108, as this would: (i) guarantee édlow of personal
information between Australia and Europe; (ii) bekkely to assist similarly

9 See Amendments to the Convention for the ProteatibIndividuals with regard to Automatic
Processing of Personal Data (ETS No. 108) alloviireg European Communities to accede. The
amendments will enter into force on the thirtietty dfter approval by all of the Convention Parties
(Art. 21(6) of the Convention). As of 1.12.2006, Rérties had registered their approval.
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in relation to some non-European countries over &mnand (iii) demonstrate
the strength of Australia’s privacy laws internatally.

Trustmarks

Question 28-2:Would the use of trustmarks be an effective metbiod
promoting compliance with, and enforcement of, Fniwacy Act and other
international privacy regimes? If so, should they frovided for under the
Privacy Act?

There is no evidence that trustmarks have anytbfngalue to contribute to privacy
protection. If the whole of the Australian privasector will now be required to
comply with high standard privacy laws, it is haodsee that there is a lot of point in
trustmarks. In most cases it would just constitistralian businesses pretending to
have some pseudo-accreditation that adds littenything to their legal obligations.
There may however be some exception for onlinenegsies, who operate in an
international context where their compliance withs&alian and other national laws
(and perhaps some other standards) may provide gemene mark of differentiation
from their competitors. In such cases their migatsome justification for OPC
involvement in a trustmark scheme, provided it ats@lved consumer organisations
in its operation. Public resources should not ghtly spent on anything to do with
trustmarks in Australia, but there may be unusaakes where it can be shown that
they add something of value, as well as situatwhere they constitute false and
misleading conduct.

Submission DP72-117: Trustmarks should not be pawd for in the

Privacy Act, and OPC should not be involved witheth except where there
is a compelling case of value to consumers, and tim@olvement of

consumer organisations in their operation.

Privacy Commissioner’s roles

The ALRC proposes that the Office of the Privacyndassioner should develop and
publish guidance on the proposed UPP 11, includindance on: (a) when personal
information may become available to a foreign gowsnt; (b) outsourcing
government services to organisations outside Alistr@) the issues that should be
addressed as part of a contractual agreement latloverseas recipient of personal
information; (d) when a transfer of personal infation is ‘for the benefit’ or ‘in the
interests of' the individual concerned; (e) whahstitute ‘reasonable steps’ to ensure
the information it has transferred will not be halded or disclosed by the recipient of
the information inconsistently with the proposedR4RDP72, Proposal 28-9), and on
what constitutes a ‘reasonable belief’ (DP72, [2B.5 We refer to our generic
concerns about OPC guidance in our submission ariFR# DP72.

Submission DP72-118: The OPC should be requiredtbg Act to publish
guidelines as proposed in Proposal 28-9.

We support the ALRC’s encouragement to the Austmacovernment and the OPC

to continue to seek opportunities for further caagen with privacy regulators
outside Australia (DP72, [24.104]).
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14.6.  Extra-territorial operation of the Privacy Act

We support the ALRC’s proposal to amend fnevacy Actto clarify that it applies to
acts done, or practices engaged in, outside Aisstoglan agency and not only by an
organisation (DP72, Proposal 28-1).

14.7. Related bodies corporate

We support the ALRC’s proposal to amend section @8Bhe Privacy Actto clarify
that, if an organisation transfers personal infdfomato a related body corporate
outside Australia, this transfer will be subject ttee proposed UPP 11 (DP72,
Proposal 28-7).
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15. Additional Privacy Principles

15.1.  Possible new UPP - Security breach notification

We support the general thrust of the ALRC'’s proposancerning data breach
notification (DP72, Chapter 47 and Proposal 47bl), are dealing with the matter
here because we consider that this should eithearbeadditional UPP 12, or
alternatively part of UPP 8 (Security), since ithe consequence of a security breach
(UPP 8(2)?). Any mechanical aspects could go disesvin the Act, but the basic
'high level' principle should in our view be foumdthe UPPs. This would make it
more likely that data breach notification will belopted in Australian state and
Territory public sectors’ privacy law, than if tlpeovisions are only in procedural or
enforcement parts of the Act, which will tend towanore between jurisdictions.

Submission DP72-119: The general principle of requg data security
breaches to be notified under certain circumstancgsould be included in
the UPPs, either as a new UPP or (preferably) asrtpaf the security
principle.

ALRC proposal for data breach notification

Proposal 47-1The Privacy Act should be amended to include a Raw on
data breach notification, to provide as follows:

(&) An agency or organisation is required to notife Privacy Commissioner
and affected individuals when specified person&drmation has been, or is
reasonably believed to have been, acquired by autinorised person and the
agency, organisation or Privacy Commissioner be&gthat the unauthorised
acquisition may give rise to a real risk of seriobarm to any affected
individual.

(b) An agency or organisation is not required tdifyoany affected individual
where:

() the specified information was encrypted adeglyat

(i) the specified information was acquired in gofadth by an employee or
agent of the agency or organisation where the agencorganisation was
otherwise acting for a purpose permitted by theppsed Unified Privacy
Principles (provided that the personal informati@not used or subject to
further unauthorised disclosure); or

(iii) the Privacy Commissioner does not consideat thotification would be in
the public interest.

(c) Failure to notify the Privacy Commissioner oflata breach as required
by the Act may attract a civil penalty.
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Improvements recommended to data breach notificatio

We suggest that the ALRC’s approach could be imgulam the following ways.

If ‘the unauthorised acquisition may give rise toeal risk of serious harm to any
affected individual’ (as in (a) above) then theseno reason to limit the requirement
to notify to specified classes of information — tikelihood of serious harm is enough
of trigger in itself. Consistent with its approaglkewhere, the ALRC would do better
to require the OPC to issue guidelines on whatgsygenformation are most likely to
require such notification.

Submission DP72-120: In ALRC Proposal 47-1 (a) tweord 'specified’
should be deleted. The OPC should be required suésguidelines on when
such notifications are likely to need to be given.

It would also be better if it was more clear tHatgrovided exceptions to (a), and that
an organisation/agency may first notify the Priv&ymmissioner before notifying
individuals. Provision (b)(iii) also needs to spgt¢hat the Commissioner may defer a
requirement to notify individuals while the Commsser considers whether to
exercise his powers under (iii). We submit that GiPGuld not have what would be
in effect an uncheckable discretion to decide ibetter that we don't know’. OPC'’s
discretion under (b)(iii) should be limited to (@)bstituting its view for that of the
agency/organisation to the effect that 'there isrew risk of serious harm to any
affected individual’, or (b) deferring any requirem of notification (on public
interest grounds) for a specified period, so tf@téxample) police investigations can
take place. OPC should have to report to Parliamemxercise of this power.

Submission DP72-121: In ALRC Proposal 47-1 (b), ti@PC’'s powers
should be Ilimited to (a) substituting its view forthat of the
agency/organisation to the effect that 'there is meal risk of serious harm
to any affected individual’, or (b) deferring anyequirement of notification
(on public interest grounds) for a specified periodn organisation/agency
should be allowed to first notify the Privacy Comssioner before notifying
individuals. OPC should be able to defer an orgaatisn’s obligation to
disclose for a specified time while OPC decides thkeit will act under (b).

Provision (c) needs to be amended, if this becgmaesof a Principle, to clarify that
any civil penalty is additional to the usual reneedfor breach of a Principle. There
are broader public interests in maintaining segustandards here irrespective of
harm to any one individual, that justify such adfial penalties.

Submission DP72-122: In ALRC Proposal 47-1(c), amywil penalties
should be additional to normal remedies for breacha UPP.

15.2.  Accountability Principle

We support the ALRC'’s view that the proposed UPaiEl not contain a discrete
accountability principle (see CLPC IP 31, p. 54;MP[29.13)]. The existing models
seem to add little substance. The OECD accouittapiinciple (14) is nothing more
than a ‘motherhood’ statement, while the APEC Fraar& Accountability principle
(IX) seems to be more to do with onward transfdigabons that are arguably best
covered in security and transborder data princj@ed also seems confused about the
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role of consent. We agree with the ALRC that thare better mechanisms for
establishing accountability and that an accountgbdrinciple may be of limited
practical utility (DP72, [29.13]-[29.14]).

15.3.  Prevention of Harm Principle

We support the ALRC’s view that the UPPs shouldawottain a discrete ‘prevention
of harm’ principle (CLPC IP 31, Submission 4-35; T2 [29.22]). A separate
principle of ‘preventing harm’ which is found indl APEC Framework (Principle 1) is
not much more than re-statement of the overallative of information privacy laws

and so we support the ALRC'’s suggestion that a murobthe principles in the UPPs
already incorporate a prevention of harm appro&7@, [29.23]) and concur with
concerns that the obligations of a general presantf harm principle will be

undesirably vague (DP72, [29.24]).

15.4. No Disadvantage Principle

The ALRC supports the general objective of a ‘neadvantage’ principle, but does
not believe that a separate principle in the URPthe most appropriate vehicle to
achieve this. The ALRC'’s view is that this requiesrthshould be incorporated, where
appropriate, into some of the other privacy prifespand in guidance from the OPC.
(DP72, [29.33]) We doubt that such measures caguadely substitute for a principle

such as ‘People should not be denied goods or cesrvor offered them on

unreasonably disadvantageous terms (including higbst) in order to enjoy the

rights described in this Charter’ (as in the AugraPrivacy Charter and the Asia
Pacific Privacy Charter).

We adhere to our previously expressed view (CLP&l] Submission 4-35.3) that
without a broader ‘no disadvantage’ principlesitil too easy for data users to levy a
charge for the exercise of privacy choices andtsighither directly, or by differential
pricing, or to impose some other non-financial iearr We recognise that it can be
difficult to distinguish actions deliberately deseyl to deter the exercise of privacy
rights from the incidental effect of new servicestechnologies, and for this reason
suggest a modified version.

Submission DP72-123: Privacy law should include additional no-
disadvantage principle to ensure that data usersro use pricing or other
sanctions that deter individuals from exercisingéin privacy rights, to the
extent that this is practicable.

If this is not accepted, we agree with the ALRC thwae useful way in which the ‘no
disadvantage’ objective can be incorporated inte tperation of the privacy
principles more generally is through careful intetption of the requirement on
agencies and organisations to take ‘reasonables’stEp protect individuals’
information privacy in particular respects. (DP}29.35]). We also agree that, if an
individual requests access to an agency's or osgHon’'s Privacy Policy, the
proposed ‘Openness’ principle provides that thenageor organisation must take
reasonable steps to make this available withoutgahg the individual for it (DP72,
[29.33]).

There are other Principles where consideration ldhbe given to ensuring that
individuals are not disadvantaged in exercisingrtpgvacy rights, including: (i) the
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Anonymity Principle, where it is very easy for onggations to make it very
burdensome for individuals to exercise anonymitypseudonymity options; (ii) the
Security Principle, where charges should only bewadd for security measures that
go beyond what can reasonably be required to gratperson’s privacy.

15.5.  Consent or ‘choice’ principle

In our earlier submission we made a case for aesdr® ‘choice’ principle (CLPC
IP31, Submission 4-35.1). The ALRC does not expyesddress this suggestion in
DP 72.

We now consider that issues of choice and consamtbe addressed adequately in
other principles, and no longer suggest an additiprinciple.

15.6. Automated decision-making principles

In our earlier submission we made a case for amoraated decision-making’
principle (CLPC IP 31, Submission 4-35.4)he ALRC addresses this issue in its
consideration of accommodating developing technpl¢gP72, Chapter 7). The
ALRC notes the 2004 report of the Administrativevieer Council on Automated
Assistance in Administrative Decision Making, anggorts the practice of human
review of decisions that are made by automated sqaarticularly when an agency
or organisation plans to take adverse action agam#ndividual on the basis of such
a decision (DP72, [7.106]). However, the ALRC codels that this should only be
the subject of guidance issued by the OPC (DP72077).

We agree with the ALRC that the proposed ‘Datali@dgrinciple (though not the
‘Access and Correction’ principle) in the UPPs cbbke taken to impose such a
requirement in some circumstances, but submit thahould be made an express
requirement as part of UPP 7, with an approprisgasonable steps’ limitation.

Submission DP72-124: The Data Quality principle (BP8) should provide
that an organisation or agency should take reasofebteps to avoid making
a decision adverse to the interests of an indivitllemased on automated
processing, without the prior review of that de@siby a human.

15.7. Privacy impact assessments principles

In our earlier submission we proposed a principéguiring privacy impact
assessment (PIA) in appropriate circumstances (AQERBC, Submission 4-35.5). The
ALRC has addressed the issue of privacy impactsagsent in the part of the
Discussion Paper dealing with enforcement and dleeaf the Privacy Commissioner
(DP72, Part F — Chapter 44) and makes proposaédation to requirements for PIA,
(DP72, Proposals 44-4 and 44-5). We comment inseparate submission on those
proposals.
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Index of Submissions

1.

2.

3.

4.

Key Terminology

Submission DP72-1: The definition of ‘personal imfation’, or the explanatory
memorandum in relation thereto, should state thaivers those situations where
information is sufficient to allow interaction wittersons on an individualised basis, or the
imparting of consequences on an individualisedshdsiis should not include information
which merely allows an individual to be contactdathaut conveying anything about the
individual’s identity or characteristics.

Submission DP72-2: The ALRC should re-visit thesfiom of genetic samples in the
context of this review.

Submission DP72-3: We support Proposal 3-8 but #&ubat if it is adopted, there will
need to be a corresponding clarification that ‘espe’ is not an ‘other form’ of storage.

Structural Reform of the Privacy Principles

Submission DP72-4: The proposed new set of pripaiciciples should be known as the
Uniform Privacy Principles

Consent

Submission DP72-5:The definition of ‘consent’ slibhé amended to deal with a number
of key issues concerning consent, specified irfdth@wing submissions, rather than
leaving them to OPC guidance. Other aspects ofectrshould be dealt with where
possible in the Explanatory Memorandum, and ortigotise by OPC guidance.

Submission DP72-6: Whether or not our submissioiiPis accepted, we submit that
the OPC should be required to issue guidelinesspeaified list of issues concerning
consent within one year.

Submission DP72-7: In relation to implied conseither the definition of ‘consent’ or the
explanatory memorandum should state that implied&ot must be clear and not
ambiguous.

Submission DP72-8: Either the Act or the Explanaddemorandum should state that a
failure to opt out is not by itself to constitutensent.

Submission DP72-9: The ALRC should give furthersidaration to the implications of
the confusion caused by the lack of any distinciiotine Privacy Act between uses or
disclosures justified by consent and those justifig acknowledgment of notification. At
the least, the Act or the Explanatory Memoranduoukhstate that where a person has no
choice but to provide personal information in ortteobtain a benefit, no consent to any
uses of the information beyond the express purpbsellection may be implied. In such
circumstances of ‘involuntary consent’, only exgresnsent should apply.

Submission DP72-10: The definition of ‘consent’ deé be amended in order to prevent
abuse of the practice of ‘bundled consent’. Irtipalar, wherever consent is applicable to
the operation of a privacy principle, separate eahshould be required for each proposed
purpose of use.

Anonymity and Pseudonymity (UPP 1)

Submission DP72-11: UPP 1 should state that ‘agsrand organisations must give
individuals the option of anonymity/pseudonymitgt that ‘individuals ... should have’
this option. (This reformulation is also necessargelation to our next submission).

Submission DP72-12: UPP 1 should expressly statettile obligation on
organisations/agencies applies at the stage wharfaimation system is being designed,
not only ‘after the event’ when a person wishesriter a transaction with a data user. This
is to mean that where it is practicable, withoutessive cost, to design
anonymity/pseudonymity options into a system, timexst be designed in. The judgements
as to practicability and as to whether any coskigssive must not be left to the
organisation/agency — they must be able to beddstan independent party.
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Submission DP72-13: The anonymity principle shamidose an obligation on
organisations to facilitate, where practicable wdul, anonymous or pseudonymous
transactions between individuals and third parties

Submission DP72-14: The words “..,provided thisasmisleading’ should be deleted
from paragraph (b) of UPP1.

Submission DP72-15: UPP 1 should read: “An agem@yganisation must, where lawful
and practicable, give individuals the option oheit

(a) not identifying themselves; or
(b) identifying themselves with a pseudonym

This obligation applies both in the operation ofr@ormation system and at the stage
when a system is being designed, and should inc¢adléation of anonymous or
pseudonymous transactions between individuals apdhérd parties for whose use the
system is designed.”

5. Collection (UPP 2)

Submission DP72-16: The Act or Explanatory Memotanaghould make it clear that
unsolicited information is included within the mésgof ‘collect’.We comment further
below on other means of collection.

Submission DP72-17: Add to UPP 2.1 the words ‘.. .iamqtoportional to those functions
or activities'.

Submission DP72-18: Add to UPP 2.1 a second sesitéftee perceived necessity must be
related to the particular purpose of collectionhaf information in question.’.

Submission DP72-19: UPP 2.1 should refer to ‘anmare of its lawful functions or
activities.’. .

Submission DP72-20: The consent exception in UBRRshould require express or
explicit consent.

Submission DP72-21: The exception (b) in UPP 2dukhinclude the word ‘specifically’.
Submission DP72-22: We oppose the deletion of threlWwmminent’ from UPP 2.6(c)

Submission DP72-23: The first paragraph of UPP®.§fould read ‘if the information is
collected in the course of the lawful activitiesaafion-profit organisation that has aims
relating to sensitive information (as defined irstAct) — the following conditions are
satisfied:’

Submission DP72-24: The Privacy Commissioner shbeltequired to issue guidance
about fair and lawful means of collection, whick af considerable practical importance.

Submission DP72-25: UPP 2.4 should be deleted

Submission DP72-26: The law should make it cleat e collection principles UPPs 1
and 2 apply to the maximum practical extent torimfation obtained from observation or
surveillance; to information extracted from othecards, and to information generated
within and organisation/agency as a result of @atians. This should be done either in the
legislation or in the Explanatory Memorandum.

Submission DP72-27: Different notification requirems may appropriately be modified
depending on how the data is collected, with tHfawdeposition being that notice is
required unless an exception is provided in UPHI8 Privacy Commissioner should be
required to issue guidance about compliance witstiecific notification requirements
under UPP 3 in relation to different circumstanaksollection.

Submission DP72-28: The ALRC should address theis§ how Australian law should
clarify the relationships between collection ansttisure of personal information, and in
particular the limitations that the purposes ofaxilon of a first organisation play in
limiting the uses of a second organisation to whiehinformation is disclosed. If this is
not done in the legislation, it would nevertheldssvaluable to have the Explanatory
Memorandum clarify what is the expected interpretetf the legislation.
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Submission DP72-29: The ALRC should address theeis§ the role that the law of breach
of confidence plays in determining the circumstanaeder which the use or disclosure of
personal is limited. In particular the principlesiohns v ASC and similar cases, insofar as
they apply to personal information, should be suggubby statutory provisions in the
Privacy Act.

6. Specific Notification (UPP 3)

Submission DP72-30: To ensure that all circumstafcellection are covered, the words
‘by any means’ should be inserted in UPP 3 as\dld.....from the individual, by
whatever means, it must take ...’

Submission DP72-31: UPP 3.1 should be re-worded fra reasonable steps to ensure
that the individual is aware’ to ‘...reasonable stepsotify the individual or otherwise
ensure that the individual is aware’ .

Submission DP72-32: UPP 3.3 should be re-wordddllasvs:
‘An agency or organisation must comply with theigdions in UPPs 3.1 and 3.2 unless:
(a) it reasonably believes that the individualsaasned do not expect to be notified

Submission DP72-33: UPP 3.3(b)(i) should only gpplindirect collection. As such, it
may be better relocated to UPP 3.2.

Submission DP72-34: Exception (b)(ii) in UPP 3.8udd apply both to agencies and to
organisations.

Submission DP72-35: The explanation ‘(for examptay, when and from where the
information was collected)’ should be deleted frofPP 3.1(a) and given instead in a Note
or further guidance.

Submission DP72-36: UPP 3.1(b) should include tbefunctional’ before ‘contact
details’.

Submission DP72-37: UPP 3.1(c) should read ‘feat tthe individual is able to gain access
to the information and seek correction;’

Submission DP72-38: We support the inclusion ohgd€d) and (e) in UPP 3.1

Submission DP72-39: We support the inclusion dfrimfation about usual disclosures as
UPP 3.1(f).

Submission DP72-40: We support the inclusion ahi{g) in UPP 3.1.

Submission DP72-41: Proposed UPP 3.2(b) shouldrt@mded to read: ‘the identity of the
source of the information, if requested by thevidiial.’

Submission DP72-42: Proposed UPP 3.2 should bededeat the end of the first
paragraph toread ‘... the individual is or has beenle aware, at or before the time of that
collection (or, if that is not practicable, as s@mpracticable thereafter) of:’

7. Openness (UPP 4)

Submission DP72-43: We support Proposal 21-1 fliserete Openness principle to apply
both to agencies and to organisations.

Submission DP72-44: We support Proposal 21-2 #eptioposed content of UPP 4.1.
Submission DP72-45: We support Proposal 21-4 femtbrding of UPP 4.2.

Submission DP72-46: UPP 4 should include a reqrgman agency must submit an
electronic copy of its privacy policy to the Priya€ommissioner at least once each year’.

Submission DP72-47: Any privacy policies submitiethe Privacy Commissioner should
be published by the Privacy Commissioner, and neayepublished by other parties’.

Submission DP72-48: The Privacy Commissioner, bislative instrument, should be able
to require a class of organisations to submit entednic copy of their privacy policies to
the Privacy Commissioner at least once each year.
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Submission DP72-49: Regulations or a binding Coaeilsl prescribe the minimum set of
information which needs to be provided at or betbeetime of collection to achieve the
objective of the specific notification principle P® 3) and the minimum standard of
transparency of links to more detailed informativavided under UPP 4.

8. Use and Disclosure (UPP 5)

Submission DP72-50: On balance, we support Prof@&salfor a single ‘use and
disclosure’ principle.

Submission DP72-51: Either this principle, the wiéfns, or the Explanatory
Memorandum, should confirm that accessing persaf@mation, even without further
action being taken as a result of that accest%isés of personal information.

Submission DP72-52: Either this principle, the wiéfns, or the Explanatory
Memorandum, should clarify the circumstances inchwhgassing information outside an
organisation remains a use rather than a disclosure

Submission DP72-53: Either this principle, the wiéfns, or the Explanatory
Memorandum, should make it clear that there caa dlieclosure even if the information is
not used or acted on by the third party, and them énformation already known to the
recipient it can still be ‘disclosed’.

Submission DP72-54: The law should be clarifieéxpressly allow for the declaration of
multiple specific purposes, but not to allow a lollgestated purpose .

Submission DP72-55: We support the proposed exareptPP 5.1 (a).
Submission DP72-56: We support the proposed exareptPP 5.1 (b).

Submission DP72-57: We oppose the deletion of tadifging word ‘imminent’ from UPP
5.1(c)

Submission DP72-58: We support the proposed exareptPP 5.1 (d).

Submission DP72-59: We support a narrowing of flopgsed exception UPP 5.1 (e) to
include ‘specifically’.

Submission DP72-60: We support the proposed exareptPP 5.1 (f). We suggest that
there should be a Note to this exception statiagitirequires the active involvement of an
Australian enforcement body

Submission DP72-61: UPP 5 should include a spewficirement to keep a log or record
of all uses and disclosures for secondary purpasdsr exceptions (a)-(f).

Submission DP72-62: There should be a clear statemi¢her by note in the Act (the
preferred option) or in the Explanatory Memorandomelation to UPP 5 that all the
exceptions apart from (e) are discretionary andhaither a requirement nor an
authorisation to use or disclose.

9. Direct Marketing (UPP 6)

Submission DP72-63: The Privacy Act should deftieett marketing’ as ‘the marketing
or promotion of goods, services or ideas, includinglraising and recruitment, by direct
targeted communication with specific individualsbgrindividualised communications, by
any means.’

Submission DP72-64: We support Proposal 23-1 &epmrate Direct Marketing principle.
Submission DP72-65: UPP 6 should apply both to @égsrand to organisations.

Submission DP72-66: UPP 6 should contain anothegmon as an alternative to
conditions (b)-(e) so that 6.1 would read: ‘... usl#se following conditions are met:

(a) [as proposed by the ALRC]
and either

(b) the use of information for direct marketingesjuired or specifically authorised by or
under law,
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or
(c) all of the following conditions are met:
[(b)- (e) in current proposal renumbered as sulstavithin (c)]

Submission DP72-67: Any sectoral legislation adglnesdirect marketing should as far as
possible be consistent with UPP 6. Any weakeningpefstandards in UPP 6 should be
clearly justified and should be included in thevBcly Act as exceptions to UPP 6.

Submission DP72-68: UPP 6.1(e) should be amerwdezhit! ‘....each communication by
the [organisation] with the individual includeswunétional means of contacting the
[organisation]. If the communication is by electibmmeans, the means of contact must be
at least as easy to use.

Submission DP72-69: UPP 6.1(c) should be amendesghtb‘the individual has not made
a request, either directly or indirectly, to thgdacy or] organisation ...".

Submission DP72-70: Either Regulations or a bin@oge should prescribe specific
response times for different media of communicatiorgive effect to individuals’ requests
not to receive further direct marketing commun masi

Submission DP72-71: UPP 6.3 should be amendeditb'reto advise the individual of
the identity of the source of the individual’s p@ral information.’

Submission DP72-72: The Privacy Commissioner shbeltequired to issue guidance
about compliance with UPP 6, including specificallg matters specified in proposal 23-6,
and the practicalities of compliance when usinfediint communications media.

10. Data Quality (UPP 7)

Submission DP72-73: There should be a clear statemi¢her by note in the Act (the
preferred option) or in the Explanatory Memorandbat in assessing what steps are
reasonable under UPP 7, primary regard shall bengiw the extent to which data-
processing error can have detrimental consequémdles context of the particular
information and circumstances.

Submission DP72-74: UPP 8.2 should state ‘An agenoyganisation must take
reasonable steps to ensure that the personal iafiammit uses or discloses for a purpose
other than the purpose of collection is accuraimpiete, up-to-date and relevant in
relation to that purpose, unless it is requiredblayto disclose the information.’

11. Data Security (UPP 8)

Submission DP72-75: UPP8 should be re-worded toiregrotection against ‘improper
access, use, alteration, deletion or disclosurethmr misuse, by both authorised users and
by other parties’.

Submission DP72-76: UPP 8 should also state thwatthe purposes of this Principle,
reasonable steps must be proportional to the fiketl and severity of the harm threatened
and the sensitivity of the information.’

Submission DP72-77: OPC should be required byAtiéo issue guidelines on the
meaning of ‘reasonable steps’ within one year.

Submission DP72-78: UPP 8(b) should be a separatte Retention principle

Submission DP72-79: The Act should define ‘render-identifiable’ as ‘taking
reasonable steps to prevent future re-identificatiopersonal information’.

Submission DP72-80: The data retention principlediiver part of UPP 8 or separate)
should provide that personal information must dsgyretained for any secondary purpose
for which it has already legitimately been usedipowhich there is express legal authority
for retention. A Note should explain that secoggarrposes for which personal
information may be used or disclosed in future dbprovide an alternative justification

for retention

Submission DP72-81: The OPC should be requireti&tt to issue guidelines on the
retention principle within one year.
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Submission DP72-82: ALRC should give further coasidion as to whether there are any
circumstances where a person should be able tioqpuerd a case for destruction rather
than non-identifiability of their data.

Submission DP72-83: The obligation in UPP 8(c) #&thayply to all ‘personal information
it discloses to a third person’.

Submission DP72-84: The obligation in UPP 8(c) #thextend to requiring third party
recipients of personal information to observe eliévant UPPs in relation to that
information.

12.  Access and Correction (UPP 9)

Submission DP72-85: We support the inclusion inlP&s of an access and correction
principle (UPP 9) applying only to organisations.

Submission DP72-86: UPP 6.1(e) should be amendadd@ second sentence: ‘The extent
of the refusal must be proportionate to the sigaifce of the negotiations’.

Submission DP72-87: UPP 6.1(g) should be amendexdéot ‘specifically’ before
‘authorised’.

Submission DP72-88: A Note should be added afté® BIR to remind organisations that
exception (i) requires the active involvement offarstralian enforcement body.

Submission DP72-89: The Note after UPP 9.2 shoalceplaced by one advising that ‘The
mere fact that some explanation may be necessarger to understand information such
as a score or algorithm result should not be talsegrounds for withholding information
under 9.2.".

Submission DP72-90: UPP 9.3 should be amendeglace ‘provided that would allow
for sufficient access to meet the needs of botliggawith ‘to allow for access to at least
some of the information.’

Submission DP72-91: UPP 9.3 should be amendedidrathe absence of agreement, the
Privacy Commissioner would be the intermediary.6 Hrivacy Commissioner should be
empowered to act as an intermediary in the cortiedPP 9.3.

Submission DP72-92: The Office of the Privacy Cossitaner should be expressly
required to issue guidance to the effect that asgdions should only claim any relevant
exceptions (grounds for withholding) to the minimerient necessary and that they should
wherever possible provide as much of the infornmalield as possible, even if this means
selective editing or suppression of material suligone of the exceptions.

Submission DP72-93: Either Regulations or a bindoge should set benchmarks for
response times and fees in relation to access@nection requests.

Submission DP72-94: UPP 9.5 should be amendedtb‘t@ establish on the balance of
probabilities ...’

Submission DP72-95: UPP 9.5 should be amendeditb'néth reference to the purpose(s)
for which the information was collected.’

Submission DP72-96: The Privacy Commissioner shbeldequired to issue guidance to
the effect that correction can take the form okadment, deletion or addition, as
appropriate in the circumstances. The guidanceldtedso advise that there are many
situations where there is a legal requirement &pkan historical record of actual
transactions, but that this should not preventtreection of ‘operational’ records, leaving
the original incorrect information only in an arebi

Submission DP72-97: Where an agency or organisaigdes a correction to personal
information about a person which has previouslynbhesed or disclosed under
circumstances which is reasonably likely to have &im adverse effect on the person, they
should inform the person of the correction andmyf such previous disclosures of the
information. e. Such an obligation could be loddteUPP 7, UPP 9 or integrated with the
proposed new data breach notification obligatiomnegker that is located.
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Submission DP72-98: UPP 9.6 should specify thabbiigation in relation to disputed
information has to be performed in a way which eesthat any annotation is made
available to any subsequent user of the dispufediation.

Submission DP72-99: UPP 9.7 should be amendedita adcond sentence: ‘The reasons
should specify which of the exceptions in UPP 9waphe OPC should issue guidance
on the application of this sub-principle.

13. Identifiers (UPP 10)

Submission DP72-100: The definition of ‘identifietiould also encompass when
identifiers are used for authentication (verifioadi and not only when used for
identification.

Submission DP72-101: UPP 10.3 and UPP 10.4(d) dismubeleted, and any exceptions
left to the public interest determination process.

Submission DP72-102: We support the applicatiodrP 10 to identifiers that are
assigned by state and territory agencies

Submission DP72-103: The Act should require thefiote the introduction by agencies of
any unique multi-purpose identifier, an independerd public privacy impact assessment
should be commissioned, the terms of referencehafhwshould be a determination by the
Privacy Commissioner, such a determination beilegjslative instrument. Any
exceptions to UPP10 should be clearly set outgisliation.

Submission DP72-104: OPC should be required byAtheéo review within one year the
Tax file number (TFN) Guidelines (Rules) so as skenthem consistent with UPP 10.

14.  Transborder Data Flows (UPP 11)

Submission DP72-105: ‘Transfer’ should include weheersonal information is stored in
Australia in such a way that allows it to be acedssr viewed outside Australia. However,
the ALRC should consider whether as a result adltiadal exception allowing some
transfers in non-business and non-government getthould be made.

Submission DP72-106: A ‘transfer’ should only ocifuhere is a recipient outside
Australia who uses or stores the information faippses other than communicating it to its
final recipient. Communications may involve tempgrstorage, but if the information is
subject to set retention periods whether requiseldl or otherwise, there will be a
transfer.

Submission DP72-107: Any ‘whitelist’ in relation PP 11(a) should be by a regulation
or other legislative instrument made by the governinand made after receipt of
published advice from the Privacy Commissioner.

Submission DP72-108: In order to qualify for thenitelist’ for the purposes of UPP 11(a),
a foreign jurisdiction must have in place an agreeon cross border enforcement with
the Australian Privacy Commissioner.

Submission DP72-109: Except where a transfer asjtmisdiction included in a ‘whitelist’
legislative instrument, the agency or organisasieould continue to be liable for any
breaches of the UPPs (as in exception (d)).

Submission DP72-110: UPP condition (b) should negihiat the individual ‘expressly’
consents to the transfer.

Submission DP72-111: UPP 3 should provide for tliévidual concerned to be given
notice of the specific country or countries to whibe data may be transferred. The
consent exception (b) in UPP 11 should be condition (i) compliance with this aspect of
UPP 3, and (ii) notice when obtaining express aohgkthe fact that the transferor will no
longer be liable for any breaches. The consentptiareshould also be conditional upon
the obligation in UPP 11 (d)(v).

Submission DP72-112: Any ‘enforcement’ exceptiotRP11 must be more tightly
worded and conditional.
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Submission DP72-113: In UPP 11, condition (d)(\jwt apply to all transfers on the
basis of (d)(i)-(iv), as well as to transfers oa thasis of consent (exception (b)), and by or
on behalf of enforcement bodies (exception (c)).

Submission DP72-114: There should be a requiretognform individuals that their
personal information is to be transferred to amiggliction without equivalent privacy
protection (including some State jurisdictions witihustralia). If the organisation has an
intention to transfer at the time of collectionslitould give notice at that point. If it later
decides to export the data, it should give notidbat time.

Submission DP72-115: There should also be a rageineto inform individuals of the
jurisdiction(s) to which their personal informatimnto be transferred, and the identity of
the recipient(s) in the(se) jurisdiction(s).

Submission DP72-116: The ALRC should recomment¢ddustralian Government that it
seek to accede to the Council of Europe’s privaagv@ntion No 108, as this would: (i)
guarantee free flow of personal information betwAestralia and Europe; (i) be likely to
assist similarly in relation to some non-Europeanndries over time; and (iii) demonstrate
the strength of Australia’s privacy laws internagdy.

Submission DP72-117: Trustmarks should not be geal/for in the Privacy Act, and OPC
should not be involved with them except where thg@compelling case of value to
consumers, and the involvement of consumer orgtmisain their operation.

Submission DP72-118: The OPC should be requirgtidoyct to publish guidelines as
proposed in Proposal 28-9.

15.  Additional Privacy Principles

Submission DP72-119: The general principle of néggidata security breaches to be
notified under certain circumstances should beuthet! in the UPPs, either as a new UPP
or (preferably) as part of the security principle.

Submission DP72-120: In ALRC Proposal 47-1 (ambed 'specified’ should be deleted.
The OPC should be required to issue guidelinestamnveuch natifications are likely to
need to be given.

Submission DP72-121: In ALRC Proposal 47-1 (b),GREC’s powers should be limited to
(a) substituting its view for that of the agencgfmisation to the effect that 'there is no real
risk of serious harm to any affected individual' (b) deferring any requirement of
notification (on public interest grounds) for acified period. An organisation/agency
should be allowed to first notify the Privacy Conssioner before notifying individuals.
OPC should be able to defer an organisation’s abbig to disclose for a specified time
while OPC decides whether it will act under (b).

Submission DP72-122: In ALRC Proposal 47-1(c), @miy penalties should be additional
to normal remedies for breach of a UPP.

Submission DP72-123: Privacy law should includedditional no-disadvantage principle
to ensure that data users do not use pricing @r snctions that deter individuals from
exercising their privacy rights, to the extent tthas is practicable.

Submission DP72-124: The Data Quality principle PU8) should provide that an
organisation or agency should take reasonable stepgid making a decision adverse to
the interests of an individual based on automatedgssing, without the prior review of
that decision by a human.
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